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A Methodfor estimatingthe proportionof
non-responsive traffic at a router

Zhili Zhao,SwaroopDarbha,A. L. NarasimhaReddy, SeniorMember, IEEE

Abstract— In this paper, a schemefor estimating the pro-
portion of the incoming traffic, that is not responsive to
congestionat a router, is presented.The idea of the proposed
schemeis that if the observed queue length and packet drop
probability do not match the predictions fr om a model of
responsive (TCP) traffic, then the error must comefr om non-
responsive traffic; it can then be used for estimating the
proportion of non-responsive traffic. The proposed scheme
is based on the queue length history, packet drop history,
expectedTCP and queue dynamics. The effectivenessof the
proposedschemeover a wide range of traffic scenariosis cor-
roborated using ns-2basedsimulations. Potential applications
of the proposedalgorithms in traffic engineeringand control
are discussed.

Index Terms— Traffic modeling, control theory, estimation,
non-responsive traffic.

I . INTRODUCTION

M EASUREMENTSat various internetsites [1] sug-
gestthat 85-90%of currentnetwork traffic is based

on TCP. However, with theemergenceof new applications,
the usage of protocols other than TCP is expected to
increase.For instance,severalmultimediaapplicationsrely
on UDP to transport packets. Recently, there has been
an increasedinterestin developing protocolsthat respond
to congestiondifferently from TCP and provide smoother
bandwidth to end applications[2], [3]. Furthermore,in-
creasesin bandwidthandcomputationpower areexpected
to fuel the growth of multimediaapplicationsthat do not
rely on TCP. Thesetrendspoint to an increaseddiversity
of network protocols and changesin the distribution of
bandwidthamongflows employing thesediverseprotocols
in the future.

Onecanexpectsuchnew applicationsnot to respondto
network congestionthe sameway as TCP-basedapplica-
tions.The impactof non-responsivenessof applicationson
thebandwidthavailablefor responsive applicationsandthe
overall goodputof network is of considerableimportance
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and has attractedthe attentionof researchers[4]. This is
especially so, becauseit is possible to stage denial-of-
service(DoS)attacks on end hosts and the network by
pumping large amountsof non-responsive flows into the
network. Someof the recentDoS attackshave usedsuch
“UDP floods”. If the network could monitor and regulate
the utilization of non-responsive traffic to a fraction of the
link capacity, theimpactof suchattackscouldbemitigated.

If all the non-responsive traffic usedUDP for transport,
a simple counter of UDP bytes at a link will provide
an estimateof the proportion of non-responsive traffic.
However, non-responsive traffic may use other protocols
or use variantsof TCP; someUDP applications,such as
Real Audio/Video, actually respondto the congestionof
network by adaptingthe sendingrate. A simple counter
of UDP bytes at a link/router, therefore,will not suffice
for estimatingthe “apparent”proportionof non-responsive
traffic. A protocolbyte counterhasotherdrawbacks:Con-
sidera scenariowherethearriving traffic consistsof a large
numberof “small” bandwidthTCP flows, usually referred
to as“web-mice”, which sendout a small amountof bytes
intermittently[5]. In this scenario,a counterfor UDP bytes
will yield a countof zerowhile packet dropsdo not reduce
congestionsignificantly at the router. Although eachflow
employs TCP, the aggregatebehavior of “web-mice” at the
routercannotbe differentiatedfrom that of non-responsive
traffic. A simpleprotocolcounteris alsoeasilydefeatedby
fake protocol ids in packet headersby malicioususersfor
avoiding this detectionmechanism.

It is necessaryto find mechanismsto estimatetheamount
of arriving traffic at a router that is not respondingto
congestion.Such an estimationcan lead to a better con-
trol of heterogeneousnetwork traffic through appropriate
adaptationof traffic control algorithms at a router. For
example,an estimateof the proportionof non-responsive
traffic (PONRT) ataroutercanaid thechoiceof appropriate
parametersfor Active QueueManagement(AQM). A need
for such a tuning is indicated recently in [6]. With the
knowledge of the PONRT at a router, appropriatetraffic
managementand congestioncontrol algorithms can be
employed in differentoperatingdomainsof network traffic
[4], [7], [8].

Mathematicalmodels for the dynamicsof TCP flows
andassociatedcontrolschemeshave beenproposed[9–11].
Thesestudieshave led to betteranalysisof TCP behavior
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andproposalsfor improved traffic controllers[12], [13].
In this paper, the model in [9] is extendedto account

for the effectsof heterogeneityin traffic, by including the
effects of non-responsive traffic into the model.Basedon
the extendedmodel,a methodis developedfor estimating
the PONRT at a router. The presentedmethod employs
a normalizedgradientmethodfor estimationand utilizes
queuelengthhistory andpacket drop history at the router,
which are easily measurableat a router. The effectiveness
of the proposedmethodis corroboratedthroughns-2 [14]
basedsimulations.

The restof the paperis organizedasfollows: In Section
II, the developmentof extendedtraffic model is presented.
In Section III, a basic estimationalgorithm is developed
basedon the extendedmodel in SectionII. In SectionIV,
implementationdetails of and modificationsto the basic
algorithmarepresentedalongwith their correspondingns-
2 basedsimulation results and analyses.In Section V,
the basicalgorithm is extendedto multi-hop topology. In
section VI, limitations and potential applicationsof the
presentedmethodarediscussed.

I I . A MODEL OF THE AGGREGATE DYNAMICS OF

HETEROGENEOUS TRAFFIC AT A ROUTER

The focus of this section is on the developmentof a
dynamicalmodel of heterogeneoustraffic on a congested
link in the network that is particularly well suited for
estimatingPONRT at a router. Traffic is assumedto consist
of only two typesof flows - TCP flows and ConstantBit
Rate (CBR) flows. Without any loss of generality, it is
assumedthatTCPandCBR flows representresponsive and
non-responsive flows respectively in the traffic. Following
the fluid basedmodelsof TCP flows in [9], the extended
model developedin this section is describedin terms of
threestates- window sizefor responsiveflows,sendingrate
for non-responsiveflowsandqueuelengthat therouter. The
following aretheunderlyingassumptionsin developingthis
model:� Theeffect of all non-responsiveflows canbemodeled

by a number of equivalent “average flows”. Simi-
larly, all responsive flows can be modeled by the
same window adaptationbehavior and observe the
sameround trip time (RTT). Such assumptionsare
crude first approximationsof the real-world traffic;
nevertheless,they capturethe averageor macroscopic
dynamicsof the heterogeneoustraffic at the router,
especiallywhen the numberof flows is large. This
assumptionseemsreasonablefor applicationswhere
one is interestedin the evolution of the queuelength
at time scalesslower than the longestpossibleRTT
of a responsive flow. The estimateof PONRT is a
representative of the true time-averagedPONRT at
this time scale.Suchapproximationsarealsousedin
modelinggroundtraffic flow, see [15].

� Queuelength and window size of responsive flows
changeslowly within a single RTT of a responsive
flow. Packet drop rateat the routerchangesslowly.

The impactof non-responsive traffic is modeledthrough
its effect on the queuelength and hence,on RTTs and
packet drop probabilities,which, in turn, impact the win-
dow sizeof TCP flows; this interactionis capturedby the
presentedmodel.

Dynamicmodelsof homogeneoustraffic with TCPflows
have been proposedand studied in [9–11]. This model
extends[9] by:� introducing an evolution equation for the represen-

tative (or aggregate) sendingrate of non-responsive
flows asseenby the router, andby� accountingfor non-responsive flows in the evolution
of queuein the buffer.

This modelis describedby the following setof differential
equations:��������
	

(1)

��
��������� �� ������� �
� � ������� � � � � �������� � �������

��� � � � ������� 	
(2)

������������ ��� �!������ ������� " � � � � �$#&% (3)

In eqn.1,
���

is the sendingrateof a representative non-
responsive flow. In eqn.2,

� � �����
is the window size of a

TCP flow; � � is the numberof incoming TCP flows; � �
is the numberof incoming non-responsive flows;

�'�(���
is

the RoundTrip Delay, which is given by )+*-,�./ "�021 , where021 is a fixed propagationdelay; � �(��� is the packet drop
probability. In eqn.3,

���(���
is the queuelengthand # is the

outgoinglink capacity. Note that the impactof reversepath
congestionis minimized by the implementationof TCP
cumulative ACKs, andhencenot consideredin this model.
Eqn. 1 describesthe aggregate behavior of a CBR flow
as a representative non-responsive flow. Eqn. 2 describes
the behavior of a representative TCP flow in congestion
control phaseand is the sameas in [9]. It indicatesthat
the evolution of window size is relatedto the round trip
delay, drop probability andto its history. Eqn.3 represents
the dynamicsof queuelength.

We thendefine
� �3������4��5���
� ���(���

. As shown in Fig-
ure1, thedeviation of measuredRTTs from theequilibrium
stateof the systemis sufficiently small. For the simplicity
of the model, on an average,

�
�3�����
can be approximated

not to changewith time, i.e.,�� � �(���6�7� %
By replacing

� � � �������
with

� �
in eqn.3, onegets:

���������� � � � � ����� " � � � �� ������� �$#&% (4)
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Fig. 1. MeasuredRTT underthe Equilibrium State

Based on the model, an algorithm to determine the
PONRT at a routeris proposedin the next section.The fo-
cusis onestimatingof PONRT on theaggregateasopposed
to identifying individual flows that arenon-responsive [4],
[16], [17].

As with any model, the reasonablenessof the proposed
model dependson how well it predicts the proportion
of non-responsive traffic. Simulation studies reported in
the subsequentsectionscorroboratethe suitability of the
proposedmodel.

A modelaccountingfor constantsendingrateflows(CBR
fows), instead of the approximation of using constant� �

flows, is in preparation[18]. The main idea of the
estimationalgorithmbasedon thatmodelremainsthesame
as the one presentedin sectionIII. The only differenceis
that there are three unknown quantities( � ��	+89�����:	���� � � )
to be estimatedand they are relatedby one equation.In
contrast,here are two unknowns(� �;	+89����� ) in the model
presentedin this paper.

I I I . BASIC ESTIMATION ALGORITHM

In this section,an algorithm for estimatingthe PONRT
will be developedbasedon the extendedmodel presented
in Section II. At first, a basic estimationalgorithm will
be presentedin this section.This algorithm will then be
modified to accountfor scenarioswhere no packets are
droppedor where large numberof incoming packets are
droppedin SectionIV. The basicalgorithm,which consid-
ersa singlebottlenecklink, will be extendedto the multi-
hop topologyin SectionV. The simulationscorresponding
to the algorithmsdevelopedin this sectionarepresentedin
SectionIV.

For the purposeof developing an estimationalgorithm,
thedynamicsof thetraffic mix will beexpressedin termsof
the total responsive load

89�����
and the total non-responsive

load < . The terms
89�����

and < aregiven by the following

relationships: 89������4�� � �=�
��������	 (5)

< 4�� � �
� � (6)

The terms
8>�(���

and < are scaled loads and are re-
spectively representative of the numberof responsive and
non-responsive packets seenby the router in a RTT. The
quantityof < will be estimatedin the algorithm.

In termsof
8>�(���

and < , the dynamicsis given by:

�89������� � ��'����� �
89������8 � � �?�(���� � ���'����� � � � �'����� 	 (7)

���������� 89����� " <�'����� ��# 	 (8)

�'������� �������
# "
0 1 	 (9)

where
�8>����� � � � �� �!����� . The underlying assumptionin

the estimationalgorithm is that the numberof TCP flows
andnon-responsive flows doesnot changeor changesvery
slowly.

The packet drop probability, � and the queue length,�
, are sampledat eachSamplingInterval to estimatethe

desiredfraction of non-responsive load, @ :

@ � � �
89�����

< " 89����� % (10)

Theterm < " 89����� representsthe total numberof incoming
packetsandcanbe countedat the ingresslink of a router.
If
89�����

canbe estimated,@ canbe calculatedwith eqn.10.
By taking the secondderivative of

�
using eqn. 8, one

gets A���(���6� �8B������'�(��� �
89����� " <�DCB����� ��'����� % (11)

Combiningeqn.11 with eqn.7 yields

�'�(��� A������� " �
��E�(���
# " � � ����(�����F� ��'�(���

�
89�����:8 � � �'������ � ���?�(��� � � � �?�(��� % (12)

It is possibleto show that the only physically realistic
equilibrium of the dynamicsfor a fixed packet drop rate
is stable,using standardlinearized analysisof nonlinear
differentialequations[19–21]. Thestability of equilibrium
indicatesthat a “small signal” approximationof the above
differential equationdescribesthe evolution of solutions
of the nonlineardifferentialequationreasonablyaccurately
when the deviation from the equilbrium is sufficiently
small.

The estimationalgorithm is basedon the small-signal
behavior of the dynamics,i.e.,

�������HGI�KJ>LM�'�����HGI�NJO�
)QP/ "$021 LM89����� GR8SJTGR8>�(� � �UJB� , where variableswith
subscript

�
correspondto their respective equilibrium val-

ues. The problem at hand is as follows: Given that the
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equilibrium is known partially in terms of
� J

, can we
describethe equilbrium completely(i.e., determine

8 J 	 < )
from the measurementsof the packet drop rate, � and the
queuelength,

�
. The determinationof equilbriumprovides

an estimateof PONRT usingeqn.10.
At this point,we mayquestionwhy it cannotbeassumed

thattheequilibriumvalueof packetdroprate,� J , is known.
The term � J is assumedsmall and in practice,the signal-
to-noise ratio (SNR) of � J is small. We can develop a
schemefor parameteridentification basedon the Jacobi
linearizationof eqn. 12; however, this would involve the
computationof the deviation of the packet drop rate, � ,
from its equilibrium value, � J . This was the schemewe
first tried, but with little successowing to the small SNR
of � J . We can then think of treating � J as an unknown
constant; however, this leads to an overparametrization
with an equilbrium constraint

� � C� �V8 CJ � J . In order
to circumvent such difficulties, we obtain the following
parametrizationof the dynamics basedon the practical
small-signalapproximationsstatedabove:

� J A������� " �
����(���
# " � � ����(���

� WX P �
1 ,�Y X PC X P

� �Z�[P\^] (13)

The resulting model is still nonlinear; however, it has
the advantagethat the unknown parametersare linearly
parametrizedin termsof the output,which is the left hand
sideof the equation.

We candefinethe following from eqn.13:

_ �(���64`�T�'����� A������� " �
����(���
# " � � ����(���

�badc
(t)
e&fge fh �Tadc

(t)
e f 	

(14)

where
a c � WX P �

1 ,�Y X PC X P
	

and

e&f � eDfgeDfh � � �Z�[P\ ] %
The term _ ����� may be thought of as an output which

is linearly parametrizedin terms of the unknown vector
of parameters,

e f
. The term

ejilknm
representsthe estimate

of the unknown vector of parametersat time
�

and _�o �(���
representsthepredictedoutputwith the currentestimateof
parameters.Then,

_6o ������� WX P �
1 ,�Y X PC X P

� �Z�[P\ ]
�pa c

(t)
e ge h �qa c (t)

e
(15)

To develop a parameteradaptationalgorithm, we re-
quire the knowledge/measurementof the output, _ �(��� , and

the regressor,
a irknm

. Sincethe parameteridentificationis
expectedto evolve at a time scale slower than an RTT,
samplingof

���(���
must be madeat least once in a RTT.

If 0 is the time betweentwo successive samplingsof�������
(also called a samplinginterval), it is requiredto be

smallerthanoneRTT. While theregressorcanbecomputed
directly from themeasurementsof thepacket droprateand
the queuelength, the determinationof _ ����� requiresthe
measurementsof

��
and

A�
. The signal

�������
is numerically

differentiatedin order to obtain
��

and

A�
; specifically, they

are computedas:
����(���s�t�:������� � ����� � � �K��u 0 , and

A�������&�� ����(��� � ������ � � �K�:u 0 .
The error v ����� between_ �(��� and _ o �(��� is usedto updatee
recursively. The error w ilk+m is given by:

w irknmyx{z|irknm~}�z~��irknm
While there are several recursive algorithms available

for updatingthe parameters,Kaczmarz’s projection algo-
rithm [22–24] is employed due to its low computational
complexity and quick convergenceproperties.Applying
normalized Kaczmarz’s projection algorithm to updatee�irknm

yields:

e
(t+1)

x{e
(t) �tw irknm ��� a (t)

� h � a c (t)
a

(t) � (16)

where � hH��� and
��� � � ���

� h and ��� areuser-definedtuning gains1.
Once

e g
and
e h

are determinedfrom eqn.16, we can
estimatethenumberof responsiveflows, �O� andthescaled
load of responsive flows, � g , as:

� � x�e g
� g x e g e h

From the last equationfor � g and from eqn.10, we can
estimatePONRT. Notethat,in eqn.10, � irknm ��� is thetotal
numberof packets coming at time

k
and can be counted

at the ingressinterface of the router in practice.It must
be emphasizedthat the proposedalgorithm measuresthis
fraction relative to the arrival rate at the switch, and not
relative to the capacity� of the outgoinglink.

Notethat thealgorithmonly dependson dropprobability
andqueuelength.Sincethe requirednumberof samplesof
history information of � ilk+m and � irknm is relatively small,
theuseof memoryresourceis limited andthecomputation
complexity is � i���m .
IV. IMPLEMENTATION AND MODIFICATIONS OF BASIC

ALGORITHM

The basic estimation algorithm developed in the ear-
lier sectionwas implementedin the RED module of the

1 ���?���9� �¢¡£��¤9¥ ¦!� for the simulationsin SectionIV and �
¡'�¤9¥ §!� in SectionV
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Fig. 2. SimulationTopology

Network Simulator (ns-2). The main issuesin the imple-
mentationare the choice of the SamplingInterval T and
the numericaldifferentiation/filteringof the signalsusedin
estimation.

It is a common practice in control applications[25],
[26] to numerically differencediscreteinputs to obtain a
differentiatedvalue.The implementationof numericaldif-
ferentiationof queuelength( ¨� ilknm and ©� irknm ) wasprovidedin
SectionIII. In somecases,onefurtherfilters the difference
to attenuatethe high frequency contentin the numerically
differentiatedvalue;this is referredto asa “dirty” derivative
of the signal.The rationalebehindfiltering is to attenuate
the high frequency noisecontentin the “dirty” derivatives
aswell asin thesignal.Thecornerfrequenciesof thefilters
may be chosenso asto filter frequency componentsfaster
thanoneRTT. In the implementation,the drop probability
andqueuelengtharefiltered accordingto the relation:wp
= ª¬« wp­�®`¯ + (1 - ª ) « ap of current samplinginterval
andwq = ª°« wq­n®�¯ + (1 - ª ) « aq of current sampling
interval, whereª is theforgettingfactor. Theaveragevalue
is calculatedby averaging all inputs over one sampling
interval. A value of ª x �²±(³

is chosenfor filtering the
queuelengthanda valueof ª x �²±(´ is chosenfor filtering
the drop probability. This choiceof parametersresultsin
forgettingthe history informationof � and � within a few
samplingintervals(approximatelyoneRTT).

A bottlenecklink topology shown in Figure 2 was em-
ployed for simulations.A RED drop function with (minµl¶ ,
maxµl¶ , p·�¸�¹ ) = (15, 45, 0.1) is chosenfor managingthe
queue.The bottleneck router has 60 buffers and a link
capacityof 28Mb anda propagationdelay of 50ms.CBR
flows with a transmissionrateof 1Mbpswereemployed to
simulatenon-responsiveflows,andFTPflows wereusedto
simulatelong termresponsiveTCPflows.In thesimulation,
each packet has a size of 1000 bytes and the sampling
interval, asdiscussedin SectionIII, is 33ms(corresponding
to 1/3rd of RTT of TCP traffic).

Each simulation was run for 320s. The estimational-
gorithm was startedafter the first 100s of each simula-
tion when the systemstabilized.The estimationalgorithm
updatedthe unknown parametersevery samplinginterval.
Several of theseestimateswere aggregatedto producea
smoothedestimateover a larger time interval calledan es-
timation interval. In this paper, the estimationinterval was
chosento equal20 samplingintervalsandis approximately
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Fig. 3. High Non-responsive Load

700 ms with the choiceof parametersmadein this paper.
In eachestimationinterval, the true valueof PONRT is

computedby countingthe packetsof non-responsive flows
anddividing it by the total numberof arrived packets.The
estimateproducedby the algorithm is then comparedto
their respective true values.

Mean SquareError(MSE) and Relative Error(RE) are
chosenas a metric for the accuracy of estimation.Mean
square error is computed as º»�¼ h i w2½ k�¾S¿ÁÀ�k w » }À�ÂEkSÃ^À�Ä » m �>Å!Æ and relative error is computed asº»:¼ h i w�½ kS¾S¿ÁÀ�k w » }dÀ�ÂEkSÃNÀ2Ä » m Å º»�¼ h À�ÂBk�ÃNÀ2Ä » , whereÆ is the total numberof estimationsper simulation.

A. High Non-responsiveLoad

Three simulations were set up to examine the effec-
tivenessof the proposedalgorithm under different non-
responsive loadconditions.Therewere35 responsive flows
in each simulation; three simulations correspondto 16,
22 and 25 CBR flows respectively. EachCBR flow sends
packets at the rate of 1Mbps. The PONRT corresponding
to 25 CBR flows is larger than PONRT correspondingto
16 or 22 flows. Shown in Figure 3 are the estimatedand
measuredvaluesof the PONRT obtainedwith the basic
algorithm.

The PONRT is computedrelative to the arrival rate at
the switch andhence,it variesover time asthe responsive
traffic arrival ratechangesover time.

The estimatesof PONRT in Figure 3 fluctuatearound
their true valuesin a very small band.This indicatesthat
theaccuracy of estimatingPONRT with thebasicalgorithm
is high when the non-responsive load is high.

B. Persistency of Excitation and Modification of Basic
Algorithm

Persistency of Excitation (PE) is an important issuein
the convergenceof parametersto their true values.For the
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parameterestimatesto convergeto their truevaluesthrough
the known regressor

a
(t), it is required that

a
(t) be

persistentlyexciting. The rate of convergence,in general,
dependson the strengthof the referencesignal,as can be
inferred from the proofsof convergence[27].

Since the “small signal” behavior of the nonlineardy-
namics of heterogeneoustraffic is approximatedwith a
static linear parametrizationin termsof unknown param-
eters,the allowable strengthof the referencesignalswill
necessarilybe limited by the region of validity of this
approximation.Suchan analysisis out of the scopeof this
paper;assuch,this contribution is focusedon andcanonly
be viewed in the engineeringdesigncontext.

Sincethereare only two unknown parameterswith the
parametrizationchosenin this paper, it follows that there
mustnecessarilybea non-zerofrequency componentin the
regressorfor the parameterestimatesto converge to their
truevalues.Whentheloadof non-responsivearriving traffic
is high, continuedpacket dropsand fluctuationsin queue
length provide the necessarypersistenceof excitation. It
is for this reason,the basicalgorithmperformswell under
theseconditions,ascanbe noticedfrom Figure3.

In a real scenario,packet dropsandvariationsin queue
length occurpersistentlyexcept when the buffer is empty.
The first modificationto the basicalgorithmis specifically
meantto addressthis shortcomingof the basicalgorithm
whenthereareno packet dropsor queuevariations.

When the buffer is empty, zero packet drop rate corre-
spondsto the additive increaseof the window sizeof TCP
flows. For this reason,by applying � ilk�}{Ç g m$x �

to
eqn.7 andeqn.12, we get:

¨� irknmyx �7�Ç$irknm x�Ç�ilk+m ©� irknm � i ¨�
irknm
� � ��m ¨� irknm (17)

Note that ¨� ilk+m is reflective of the load changeand can
becalculatedwith known parameters/measurements(

Ç�irknm
,� irknm and � ) accordingto eqn. 17. If one knows � irk g m ,

which is the lastestimateof � irknm prior to having no packet
drops,then� irk ¹ m?irÈÉx¬� �

�
��ÊEÊEÊB� Æ

} ��m
canbecomputed

recursively in the following way when � irk~}�Ç g myx � :
� ilk h myx � irk g m �Ë¨� ilk h mBilk h }�k g m �� ilk � myx � irk h m �Ë¨� ilk � mBilk � }�k h m �
ÊEÊEÊ� ilk º�Ì
h myx � irk º�Ì �

m �Ë¨� irk º�Ì
h mBirk
º�Ì
h }�k

º�Ì �
m ±

This algorithm is employed when no packets are
dropped.As soon as packets are dropped,the basic al-
gorithm developed in the earlier subsectionis used. In
Figure 4, the MSEs of basic and modified algorithms
under different non-responsive loads are compared.As
can be seenfrom this figure, the modified algorithm is
more accuratethan the basic algorithm in termsof MSE
when non-responsive load is below 60%. Therefore,this
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modified estimationalgorithm will be usedin the rest of
the simulations.

C. Effectivenessof the Estimation Algorithm with time
varying non-responsiveloads

To examinethe effectivenessof the proposedalgorithm
under time varying non-responsive loads, 35 responsive
flows, and 26 non-responsive flows were considered;of
the non-responsive flows, 6 wereON/OFFtype flows. The
ON/OFF flows were ON for ”x” numberof secondsand
OFF for the next ”x” numberof seconds.As a result, the
non-responsive load hasthe shapeof a squarewave with a
periodof ”2x” seconds.Differentsetsof simulationswere
performedcorrespondingto threedifferentvaluesof x: x =
100 seconds,20 seconds,and5 seconds.The resultsfrom
thesesimulationsareshown in Figure5.

From Figure 5, one can observe that the algorithm
can estimatethe PONRT fairly well even when the non-
responsive load is varying with time. It is possible to
estimatefastervarying non-responsive loads by choosing
an estimationinterval smaller than 700ms,which is used
in the above simulations.

D. Mixed Traffic

To testtheeffectivenessof theproposedalgorithmunder
a more realistic traffic scenario,mixed traffic consisting
of short-term TCP flows, long-term TCP flows and a
number of non-responsive flows was simulated. In the
simulations,only long-termTCP flows andnon-responsive
flows populatethe traffic initially. At 100s,300 short-term
TCPflows wereintroducedinto thetraffic. Eachshort-term
flow sends20 packets randomlyfive times in a 50-second
time period.

From Figure 6, it is clear that the estimationalgorithm
treatsshort-termTCP flows asa part of thenon-responsive
load.Theseflowsdo not persistin thenetwork long enough
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(a) One-timeChange(x=100s)
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(b) ContinuousChange(x=20s)

0 50 100 150 200
0

0.2

0.4

0.6

0.8

1

P
ro

p.
 o

f N
on

−
re

sp
on

si
ve

 L
oa

d

Time (s)

estimate
measure

(c) ContinuousChange(x=5s)

Fig. 5. DynamicResponseto Changeof Traffic
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Fig. 6. Traffic Mix – Short-term TCP, Long-term TCP and Non-
responsive Load

to experiencesignificant numberof packet dropsand the
congestionresponseof a short-termTCP flow only results
in an insignificantdifferencein the amountof traffic at the
router. Moreover, the responseof a singleshort-termTCP
flow may be replacedby the arrival of anotherflow. As
a result, theseflows on an aggregate appearto be non-
responsive. Similar observations about short-term flows
have beenmadein a numberof recentstudies[5], [28].

E. Impactof RTTs

Another set of simulationswas conductedto study the
impact of RTTs. In thesesimulations,35 TCP flows with
different RTTs ranging from 24.4ms to 175.5ms were
considered.The parameterR0 in the algorithm was set to
be the averagevalue of the range(90ms). The result of
simulationsis shown in Figure7.

FromFigure7, theestimationalgorithmis still effective,
although the algorithm over-estimatesthe non-responsive
traffic by a small amount.This small discrepancy can be
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Fig. 7. TCPswith DifferentRTTs

attributed to the assumptionthat all TCP flows have the
sameRTT in the traffic model. Nevertheless,the results
hereshow that aslong aswe employ a reasonableaverage
RTT in the estimationalgorithm, the different RTTs of
different flows do not impact the accuracy of estimation
significantly. Recentstudiesbasedon wavelets provide a
convenient way to estimatethe range of RTTs of flows
passingthrougha router [29] and further help us to set a
reasonableaveragevalue.

In order to further study the impact of RTT on the
estimation,a setof simulations,whereR0 in the algorithm
was fixed to be 120ms,were conducted.The RTTs of all
TCP flows in one simulationwere the same,but different
betweensimulations,varying from 40msto 200ms.MSEs
and REs from the set of simulationswere collectedand
presentedin Figure8.

From Figure 8, we can notice that when RTT of the
flows is below R0, the algorithm overestimatesthe non-
responsive traffic (since it underestimatesthe responsive
TCP traffic). When RTT of the flows is higher than R0,
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the algorithm underestimatesthe non-responsive traffic.
However, it is observed the relative errorsarewithin 10%
even over sucha wide rangeof RTTs.

F. Impactof Variable Bit Rate(VBR)Traffic

The estimation algorithm is based on the model, in
which non-responsive flows were representedby CBR
flows. Sincenot all non-responsive flows are CBR flows,
the effectivenessof the estimationalgorithm in realistic
scenarioswill dependon its ability to estimatethe PONRT
in the presenceof othernon-responsive flows.

To addressthis issue,a set of simulationswas set up
with 16 VBR flows and35 TCPflows.EachVBR flow is a
non-responsive flow andchangesits sendingraterandomly
selectedin the range of 0.5Mbps and 1.5Mbps. A time
interval between2 differentsendingratesis alsorandomly
selectedwithin a given interval range. Each VBR flow
changedits sendingrate at the end of each interval till
the simulationfinished.

Figure 9 shows the simulation the proportion of VBR
traffic with 2 different interval ranges,[1 20]s and [0.1
1]s. The larger the interval is, the lessfrequentlythe non-
responsive flow changesits sendingrate. So a VBR flow
with intervalsin [0.1 1]schangesits sendingratefasterthan
onewith intervals in [1 20]s. X axis shows the simulation
period of 220s.It is noticed that the estimateof PONRT
is still accurate,althoughthe non-responsive load changes
randomly. The MSEs (0.003534and 0.002445)of this set
of simulationscompareswell with MSE(0.003353)of the
simulationwith 16 CBR flows.

G. ResponsiveProtocolsother than TCP

New applications,such as multimedia applications,re-
quiresmoothbandwidthadaptionin orderto deliver quality

TABLE I

COMPARISON OF MSES UNDER DIFFERENT MIXTURE

TCP est. modelProp. of binomial flows
IIAD SQRT

0% 0.000550 0.000550
50% 0.000584 0.001206
100% 0.002199 0.000451

serviceover internet.As a result,variantsof TCP conges-
tion control have beenproposedandstudied.They tendto
provide much smoothersendingrate than TCP does[2],
[3] andstill be fair to TCPover a longertime scale.In [3],
the authorsproposeIIAD and SQRT binomial algorithms
andclaim that they areTCP-friendlyusingAQM schemes,
suchasRED.

SinceTCP flows are one type of responsive flows, the
effectivenessof the proposedestimationalgorithm can be
checkedagainstothertypesof responsive flows. If, indeed,
the other variants of TCP employing IIAD and SQRT
binomial algorithmswere responsive to congestionat the
time scaleof estimation,thentheestimateof PONRT using
the proposedalgorithm should be accurate,provided the
algorithmis effective.

To test this hypothesis,a simulation was set with up
22 CBR flows representingnon-responsive traffic and 35
responsive flows representedby a mixture of TCP and
IIAD/SQRT flows.ThesametopologyandRED configura-
tions, as in previous simulations,wasused.A comparison
of MSEs with different proportionsof IIAD and SQRT
binomial flows is shown in Table I. If there is 0% of
IIAD/SQRT, it meansthat all the 35 responsive flows are
TCP flows. If thereis 100%of IIAD/SQRT, it meansthat
no TCP flow is amongthe 35 responsive flows. From the
simulation results, it can be observed that the difference
amongMSEs is very small. This result corroboratesthe
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(a) Slowly ChangingVBR Flows - Period in [1
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Fig. 9. EstimationunderVBR andTCP Traffic

effectivenessof theproposedschemewith otherresponsive
flows.

H. Modificationof BasicAlgorithm for High Packet Drop
Rate

The model,on which the estimationalgorithmis based,
assumesthat the packet drop rateis small enoughto affect
the queuedynamics(see eqn. 8). However, packet drop
ratescan be significantwhen the queuelengthsare close
to the buffer capacityor to the maximum thresholdof a
RED router. In order to accountfor suchhigh drop rates,
theestimationalgorithmis improvedby consideringpacket
dropsin the queuedynamicsof the model.

Specifically, the queuedynamicscanbe modeledas:

¨� ilknmÍx �
ilknm �t� }�ÄÎirknmÇ�irknm } � � (18)

where
ÄÎilknm

is the numberof packet dropsat time
k

and is
known at the router.

Following the sameprocedurepresentedin sectionIII,
but replacingeqn.8 with eqn.18, onegets:

Ç�ilknm ©� irknm � ¨Ä=irknm � i ¨�
irknm
� � ��m ¨� irknmyx �O�Ç�ilk+m

} � irknm � ks}ÏÇ�irknm� �O� Ç$irknm � k~}ÐÇ$irknm (19)

The left handside of eqn. 19 is either known or can be
easily calculatedby employing a numericaldifferentiation
scheme:̈

Ä=ilk+mjÑ ÄÎilknms}ÏÄÎirk~}Ò��m Å�Ó . The calculationof¨� irknm and ©� irknm wasgivenin sectionIII. Theleft handsideof
this equationcanbe thoughtof as the modified

z · ­n¯ ilk+m ,
while the right hand side is the same as that for the
basicalgorithmdevelopedin anearliersubsection.Eqn.19
provides a linear parametrizationof the modified output,
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Fig. 10. Comparisonof BasicandModified Algorithm w/ l(t)

z · ­n¯ irknm , with respectto the set of unknown parameters,e f
; following the sameprocedureasin III, the normalized

Kaczmarz’s projectionalgorithmis employedto updatethe
unknown parametervector recursively.

To corroboratethe effectivenessof the modified algo-
rithm whenthe drop probability is high, a simulationwith
35 TCP flows and 22 CBR flows was set up. In order to
increasedrop probability � irknm , the minimum thresholdof
RED wasincreased.In Figure10, MSEsof algorithmwith
andwithout

ÄÎirknm
arecompared.It is noticedthat, with the

increaseof dropprobability(largenumberof packet drops),
the algorithm that accountsfor

ÄÎirknm
yields more accurate

estimatesof PONRT.

V. ESTIMATION ALGORITHM FOR MULTI-HOP

TOPOLOGY

Thetraffic modeldevelopedin Section2 for one-hopnet-
work topologyis extendedto a multi-hopnetwork topology
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in this section.Correspondingly, theestimationalgorithmis
modified.Undera multi-hop topology, thedropprobability
observed by eachTCP flow reflectsall the packet drops
along the path from its sourceto its destination.Let Ô »c
denotethe total drop probability of TCP flow

¾
along its

path.In particular, Ô »c = total numberof packet drops/total
numberof packetssentby TCP flow

¾
.

The total drop probability Ô »c of TCP flow
¾

can be
further decomposedas � �Õirknm ��� » irknm . The term � ��ilk+m
representsthe drop probability seenby the flow at the
router employing the proposedestimationalgorithm and� » ilknm is the sum of all drop probability encounteredby

TCP flow
¾

along its path,excluding the drop probability� � irknm . This decompositionis basedon the fact that RED
routersoperatein the linear region of the drop function
under recommendedconfiguration so that the drop rate
is small enough.Then the approximationrule of

i��Ö}
� ¸ m>i��~} �Ø× m?Ñ��~} � ¸ } �Ø× canbeappliedto decomposeÔ c . It is noted that � ��irknm is known by the algorithm,
while the measurementof � » ilknm is not available and

mustbedeterminedor taken into accountby theestimation
algorithm.

Under a multi-hop topology, the window dynamicsof
TCP flow

¾
is as follows:

¨a »� irknmyx
�

Ç�i � ilk+mnm
} a »� irknm a »� k~}�Ç�i � ilk+mnm� Ç�i � irknmnm

Ê �
� ks}ÐÇ$i � irknm+m �Ù� » kÚ}�Ç�i � irknmnm (20)

TheaggregatedTCPtraffic dynamics ¨� ilknm at the ingress
interface of the estimationrouter is defined as ¨� irknmÏxÛ?Ü»�¼ h ¨a »� ilk+m , where�O� is thetotal numberof TCPflows.
Applying eqn.20 to the definition of ¨� irknm , we have:

¨� irknmyx �O�Ç�ilknm } �
ilknm � irky}�Ç�ilk+mnm� � �� Ç�irknm

Ê �O�+� ��ilk~}ÐÇ$irknm+m �dÝ�Þ irks}ÏÇ�irknmnm (21)

where Ý Þ irks}ÏÇ�irknmnm?x Û Ü»:¼ h � » ilk~}�Ç�ilk+mnm .
Following the sameprocedurepresentedin section III

and accountingpacket drops
ÄÎirknm

in sectionIV-H, we get
the following equationusingeqn.21:

Ç�irknm ©� ilknm � ¨ÄÎirknm � i ¨�
ilk+m
� � ��m ¨� irknm

x �7�Ç$irknm } �
irknm � irky}�Ç�ilknm+m� � �� Ç�ilknm

Ê � � � � irks}ÐÇ$irknm+m ��Ý Þ ilk~}�Ç�ilk+mnm (22)

An observation from ns-2 simulationsis that Ý Þ ilk�}Ç�ilknm+m
changesvery slowly or is constantwithin each

sampling interval Ó . So are � irknm and �7� . We can then
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Fig. 11. Multi-hop SimulationTopologywith CrossTraffic

parametrizethe output linearly in terms of the unknown
parameters,analogousto eqn.22:

Ç$irknm ©� ilknm � ¨ÄÎirknm � i ¨�
irknm
� � ��m ¨� ilknm

x hß&à µKá }¬â à µ Ì ß&à µKáQá� ßDà µ:á } h
� ßDà µ:á

Ê
�O�ã à µ:á ã à µ Ì ßDà µKáQáÛ?Üã à µKá ã à µ Ì ßDà µ:áQáåä3æ à µ Ì ßDà µKá áÛ�çÜÑ h

ßDè }Iâ à µ Ì ß è á� ßDè } h
� ßUè

Ê
�O�ã çèÛ Üã çè ä æ à µ Ì ßDà µKáQáÛ çÜx a c

(t)
e

(23)

With normalizedKaczmarz’s projection algorithm, the
unknown vector

e
can be estimatedby utilizing the errorw ilk+m betweenmeasuredand estimatedvalues.The termw ilk+m hasthe sameimport as in in sectionIII.

Figure 11 shows the simulation topology with multiple
hops and congestionlinks. The capacityof each link is
28Mb. Router R1 employs the extendedestimationalgo-
rithm on Link 1. RouterR2 employs RED queuemanage-
mentschemeon its outgoingLinks 2 and3. Let TCPflows
be assignedto the flow setof é � � and ê andCBRflows
to the flow setof ë � � and ì . The terms � �

í
�
î
�
ï
�
ð

and ñ representthenumberof flows in their corresponding
flow set. The proposedmulti-hop estimationalgorithm is
corroboratedusing two setsof simulations.

First, the numberof CBR flows
í

of flow set ë was
changedto be 25, 22 and 16. The numberof TCP flows
was set to 35 for flow set é (� xóò�ô

), 17 for flow set� (
î xI��õ

) and18 for flow set ê (
ð xI��ö

). The number
of CBR flows wasset to 11 for flow set � (

ï x¬���
) and

6 for flow set ì (ñ x ´ ). Half of the flows in é (�Ð÷ x� Å � ) and in ë (
í ÷ x í Å � ) went through router R3.

Rest of the flows in é and ë went through router R4.
Drop probabilitiesof eachlink areshown in Table II. The
simulationresultsareshown in Figure12.
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TABLE II

DROP PROB. UNDER DIFFERENT NON-RESPONSIVE LOADS

# of CBRs (ø ) Link1 Link2 Link3

25 3% 2.7% 1.6%
22 1.1% 2.8% 1.7%
16 0.3% 1.8% 1.4%
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Fig. 12. Estimationof Non-responsive Load underMulti-hop Topology
at RouterR1

It is observed that even though the drop probability at
the router underconsiderationis equal to or smaller than
drop probabilitiesover otherlinks, the extendedestimation
algorithm still can produceaccurateestimates.In caseof
16 CBRs, sincemost of dropshappenat other links, the
drop probabilityat the routerunderconsiderationwasvery
low(� � x �²± ò�ù

). The level of excitation is low, so the
convergence is slow (Notice that estimatesconverge to
measuresafter 70s.) Here, the modification to the basic
algorithm for low packet drop rate is employed to ensure
accuracy of estimation.

Second,insteadof evenlydistributing
í

to eitherbranch
of sinks,6 flows wereassignedto the top branchand16 to
thebottombranch.So in thecase,

í x ���
and
í ÷ x ´ .

The numberof flows for other flow setswas the sameas
it was in the previous simulation. The simulation result
is shown in Figure 13. It is observed from this simulation
thattheextendedestimationalgorithmcanproduceaccurate
estimates,independentof the distribution of CBR flows.

VI . DISCUSSION AND FUTURE WORK

In this paper, an estimationalgorithm to estimatethe
fraction of incoming traffic that is non-responsive to con-
gestionsignals (packet drops) is presented.This method
relies on the evolution of queuelength and packet drop
rate.

When the arrival rate at the router is low, the queue
lengthstendto remainlow andso is thedroppingprobabil-
ity. In this case,the level of excitation usedin this method

0 50 100 150 200
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

P
ro

p.
 o

f N
on

−
re

sp
on

si
ve

 L
oa

d

Time (s)

estimate
measure

Fig. 13. EstimationunderMulti-hop Topologywith Unevenly Distributed
Flows at RouterR1

is low. As a result,the presentedmethodtendsto be more
accuratein higher load situations.It is at thesetimes of
higher loadsthat traffic engineeringdecisionsor potential
attack detectionsneed to be made.Hence, the proposed
methodseemswell suitedfor suchsituations.

The focus of the presentedmethodis on estimatingthe
aggregate amountof non-responsive traffic at the router;
this is in contrast to the earlier work suggestingthe
implementationof checksto see if individual flows are
respondingto congestion[4].

The presentedwork is motivated by traffic engineer-
ing concerns.It is expectedthat the estimationof non-
responsive traffic would leadto the following applications:
(a) providing a meansto controlling non-responsive traffic;
it is possiblethat an attackdetectionmechanismcould be
developedbasedon a robust estimationof PONRT. One
may probablydeclarethat an “attack” is in progressif the
PONRT exceedscertainacceptablethreshold.(b) providing
a mechanismfor tuning traffic control algorithms at the
time of congestion.In [7], it is shown that in the presence
of high non-responsive loads,drop tail buffer management
may be better than RED style active queuemanagement.
The presentedmethod could possibly be used to make
such decisionsat the times of congestion.To illustrate
this, a simulationwas set up with 22 CBR flows and 35
TCP flows competingover one 28Mb bottlenecklink. In
first two rows of Table III, the ability of Droptail and
RED(15/45/0.1)routersto handlenon-responsiveflows and
protect responsive flows is compared.One can observe
that Droptail outperformsRED in protecting TCP flows
from non-responsive CBR flows, sinceTCP still consumes
approximately70%of link bandwidthusingDroptail, com-
paredto 25% of bandwidthusing RED. But, as shown in
the third row of Table III, if one setsminµ ¶ = maxµ ¶ =
buffer size of RED, RED performsbetter to protect TCP
flows thanRED with (15/45/0.1)parameters.So it may be
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TABLE III

PERFORMANCE OF DROPTAIL AND RED

Queue Mngt. % of TCP% of CBRDrop Rate

Droptail 71.5% 28.4% 34.2%
RED (15/45/0.1) 24.3% 75.6% 5.64%

RED (minú û =maxúQû =buf. size) 61.3% 38.6% 29.3%

possibleto tunethe configurationsof RED to suit different
workloads.(c) providing a bettercontrol for enforcingser-
vice differentiation.Earlierwork [30] on analyzingassured
forwarding in differentiatedserviceshasshown that non-
responsivetraffic maydisruptservicefor responsivesources
even when traffic is marked differently at the edge.With
the presentedestimationmethod,it is possibleto adaptthe
traffic control parametersto provide betterservice.These
applicationsarecurrentlybeingresearchedby the authors.

Initial resultsbasedon the presentedestimationmethod
are promising.The generalproblem of building a robust
estimation tool, however, is more challenging. In order
to make the tool more robust, the following extensions
areplanned:(a) incorporatinga mechanismto differentiate
short-termweb flows from non-responsive attackflows in
order to provide a betterattackdetectionmechanism;this
can be achieved through a filtering mechanismbasedon
partial state[16] that allows the algorithmto be appliedto
only long-termflows, (b) using a more detailedmodel of
TCP behavior that includestimeoutsto extend the useful
operatingrangeof the estimationalgorithm,(c) identifying
techniquesto systematicallychooseproper parametersin
the algorithm for different applications,(d) corroborating
the presentedanalytical and simulation resultsby imple-
menting the proposedmethod on a Linux-basedrouter,
and(e) studyingthepotentialapplicationsof thedeveloped
model in traffic engineeringandcontrol.

VI I . CONCLUSION

In this paper, a mathematicalmodel describingthe ag-
gregate dynamicsof heterogeneoustraffic at a router is
presented.The model is used in deriving an algorithm
for estimatingthe fraction of the incoming traffic that is
non-responsive to congestion.Theeffectivenessof the pro-
posedalgorithm,over a wide rangeof traffic conditions,is
corroboratedusingns-2basedsimulations.Possiblefuture
applicationsof the proposedalgorithmarediscussed.
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