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Abstrct: In this paper, we proposea queuemanagementschemethat is
basedon partial state. |t empawvers the routersto contain high bandwidth
flows at the time of congestion.The schememaintains an LRU cacheat the
routersto recordinformation about the high-bandwidth flows. This canbe
incorporated in RED, an active queuemanagementscheme.The proposed
schemepossesseall the advantagesof RED. In addition, it lowers the drop
rates of short-lived flows and also of responsve high bandwidth flows. It is
shown, by meansof simulations, that the method is effective in achieving
the objective. The overheadinvolved is low and the operationsincur O(1)
costper packet.

Keywords: High bandwidth flows, LRU, RED, active queue manage-
ment

|I. BACKGROUND & MOTIVATION

Recentlytherehasbeenmuchinterestin developingresource
managemertechniqueshatcaneffectively controlnonrespon-
sive applications.It hasbeenshown that nonresponsie appli-
cationscan effectively claim mostof the bandwidthat a net-
work elementwhile starvingotherapplicationshatrespondo
congestior{1]. This hasmotivateda numberof recentpropos-
als at novel buffer managementechniqueghatallow different
dropratedor differentflows.

The DropTail buffer managemenischemedrops paclets
whenthe buffer at therouteris full. RED (RandomEarly De-
tection)[2], is an active queuemanagemenschemethatis ac-
comodatve to bursty traffic, andit doesso by increasingthe
droprateof nonburstytraffic. LQD (LongestQueueDrop)[3],
storesthe numberof buffers assignedo eachindividual flow
and on congestiondropsa paclet from the flow that hasthe
longestbuffer length/queueCHOKe [4], picksup apacletran-
domly from the queuewhena paclet arrivesat the routerand
compareghetwo. If boththe pacletsbelongto the sameflow,
it dropsboth of them. If not, only the arriving packet may be
droppedwith the sameprobability asin RED. The complex-
ity of CHOKe grows linearly with the numberof unresponsie
flows. SRED[5] estimategshe numberof active flows without
collectinginformationon individual flows. LQD and CHOKe
utilize buffer occupanyg informationin makingdropdecisions.
SREDandLRU-RED employ similar amountof informationin
a more flexible way for recordinglongerterm behaior of se-
lective flows thanevidentwith buffer occupang.

CurrentiInternettraffic is heterogeous.Most of the bytes,
typically, aretransferredby a small numberof flows (lik e ftp)
while a large numberof flows (like HTTP) do not contribute
muchtraffic in bytes[6]. In suchan ervironment,flow based
schemedend to be inefficient as the work doneto establish
statemay not be useful for mostshort-lived flows. RED and
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CHOKe, even thoughincreasedrop ratesfor high bandwidth
flows, do notwork well asthe numberof high bandwidthflows
increasesWith thegrowing useof multimedia(audio& video)
applicationsit is expectedhattraffic dueto unresponsieflows
will increasen thefuture. Hence,it is importantto find mech-
anismsthat do not employ perflow state,yet are effective in
controlling several high bandwidth(unresponsie) flows at the
router

In this paper we proposea simple methodto identify high
bandwidthflows at a network element. The proposedmnethod
is totally decoupledfrom the underlying buffer management
schemein the routersi.e., it can be employed irrespectve of
the kind of the buffer managemenschemeused. In addition,
we proposea methodto couplethe above with RED to contain
and penalizehigh bandwidhtflows at the time of congestion.
Our work focuseson aggreyateperformanceof differentkinds
of flows (HTTP, TCPandUDP) in contraswith individual flow
performance.

Il. OVERVIEW OF THE SCHEME

We considevarioustypesof flowsin this schemeviz., long-
term high bandwidth flows (referredto as high-BW flows),
short-lived flows, andlow bandwidthflows. Flows that pump
dataat aratethatis greaterthanacceptabldo the network (this
is typically decidedby the ISP) over a periodof time arelong-
termhigh bandwidthflows. Thosethatpumpburstsof dataover
a shortperiodandstayidle for someperiod and continuethis
processare short-lived flows. The othersare classifiedas low
bandwidthflows simply becausehey do not violate the rate
limit. Among the long-termhigh bandwidthflows we identify
two classespnethatreducesdts rateandstartssendingdataat
alower ratewhencongestioris indicated. The secondclassof
applicationsare non-responsie to congestion. TCP flows are
typical examplesof thelong-termhigh bandwidthflows thatre-
spondto congestion.UDP sourcespumpingdataat high rates
with no congestioncontrol mechanisntbuilt into them canbe
classifiedaslong-termhigh bandwidthflowsthatdonotrespond
to congestion.HTTP transfersover the Internetcan be classi-
fied asshort-lived flows. UDP sourceghatsendat a low rate
andtelnettypeinteractive applicationscanbe classifiedaslow
bandwidthflows.

We proposea schemehat canbe usedby a routerto recog-
niselong-termhigh-BW flows andprovide higherdroprategor
themwhen comparedo short-lived flows andlow-BW flows.
Also, our schemecandistinguishbetweerhigh-BW flows that



respondto congestionand thosethat do not, in orderto give
themdifferentdroprates.By doingso,we proposeo beableto
give short-livedflows andresponsie flows, higherthroughput.
Therearetwo componenténvolvedin this procesga) identify-
ing high-BW flows accuratelyand (b) penalisingthe identified
high-BW non-responsie flows aggressiely.

A. ldentifyinghigh bandwidthflows

Pacletsfrom high-BW flows will be seenatthe routermore
oftenthanotherflows. Short-livedflows, thatarecharacterized
by HTTP transfersare typically the ON-OFFtype, senddata
intermittently Thus, packetsfrom suchflows arenot seenat a
constantateattherouter Whenthey areseenthedatais much
lessthanthat of high bandwidthflows. So, by observingthe
arrivalsof pacletsfor aperiodof time,theroutercandistinguish
betweerhigh-BW andlow-BW flows.

In orderto identify high-BW flows at the router, we employ
anLRU (LeastRecentlyUsed)cache.This cacheis of afixed
pre-derterminedize,’S’. In an LRU cacheevery new entryis
placedat the topmost(front) positionin the cache. The entry
thatwasthe leastrecentlyusedis at the bottom. This is chosen
to be replacedwhena new entry hasto be addedandthereis
notenouglspacdn thecache.This mechanisnensureshatthe
recentlyusedentriesremainin the cache. The objectie is to
storestateinformationfor only long-termhigh bandwidthflows
in theLRU cache.

With a cacheof limited size,aflow hasto arrive attherouter
frequentlyenoughto remainin the cache.Short-termflows or
low-BW flows are likely to be replacedby other flows fairly
soon. Theseflows do not pump paclets fastenoughto keep
their cacheentriesat thetop of the LRU list andhencebecome
candidatedor replacement. High-BW flows are expectedto
retaintheir entriesin the LRU cachefor long periodsof time.

Every time the routerseesa paclet, it searcheshe cacheto
checkif thatflow's entryexistsin thecache If yes(no), we say
thata hit (miss) for thatflow hasoccured.On amiss,theflow
is addedto the cacheif thereis spacein the cache.If thereis
no spacein the cache,it replacegshe leastrecentlyseenentry
(the bottommostin the cache)with a probability 'p’. It adds
this entry in the topmostpositionin the cache. On a hit, the
router updateghe positionof the entry in the cache(bringsit
to thetopmostposition). Theschemeamployedin SREDbased
on”"zombielist” is similarto this approachbut it doesnotwork
well in thepresencef mary short-livedhttp flows.

Whenthereis no spacen the LRU cache the oldestflow is
replacedwith a certainprobability to make room for the new
flow. This reduceshe chancesof recordingshort-lived, low-
BW flowsin thecacheandsaresspacdor flowsthatareactually
high-BW in nature. Packet sizescanbe takeninto accountin
determiningthe probability with which a flow is admittedinto
the cache.ln orderto keepthe discussiorsimple,in therestof
the paperwe considempacletsof samesize.

To allow for burstinesf flows, we employ a’threshold’be-
low which a flow is not considerechigh bandwidth,evenif its
entryis in the cache.For eachflow in the LRU, we keeptrack

of its ‘packetcount’ seemattherouter This countis updatedn
eachpaclet arrival. Only whenthis countexceedghe'thresh-
old’, aflow is regardedasa high-BW flow. Short-termflows
andlow-BW flows arelik ely to be replacedrom the cachebe-
fore they accumulatea countof 'threshold’. RED-PD|[7] uses
RED pacletdrop historyto identify high-BW flows.

The LRU is implementedasa doublylinkedlist. Eachnode
containsanentryfor theflow id andthe paclet count. In order
to make the searchinto the linked list easy it is indexed by a
hashtable.

B. Penalizinghigh bandwidthflows

After having identifiedthehigh bandwidthflows attherouter,
drop probabilitiesof flows areincreasedafter the flows accu-
mulatea countexceedinghe’threshold’parameterOnceflows
accumulatea countgreaterthanthis and remainin the cache,
they will be droppedat a higher rate until they drop the rate
sufficiently enoughto be thrown out of the cache. By doing
this, we areableto increasethe drop probability of high band-
width flows comparedo the otherflows. This 'policy enforce-
ment’ mechanisntanbe coupledwith any buffer management
schemeBelaw, we explain how this canbe donewith RED.

C. LRU Coupledwith RED

The schemeis incorporatedn RED, soit preseresall the
propertienf RED. The schemeamodifiesRED’s drop probabil-
ities usingtheinformationin the LRU cache.

Whenthe queuelengthbuilds up, andit is in the region be-
tweenminth andmaxth,RED calculateghe drop probability of
apacletto bedropped.lt is herethatwe bring thedistinctionof
thehigh-BW andthelow-BW flows. In this region,we increase
thedrop probability of flows thatarehigh bandwidthin nature.
Thisis explainedin figure 1.
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Fig. 1. Drop Probabilityof flows in the proposedscheme

We defineatargetrate1/§ abore which identifiedflows will
bepenalized We recordinformationabouttherateat which the
flow is sendingpaclets by incrementing'count’ accordingto
thefollowing equation:

count = count + 2 — (currenttime — timestamp)/é (1)

The RHSof theaboveis derivedbasedon thefollowing:

(6 — (currenttime — timestamp))/d 2
Equation2 gives how much fasterthe flow is sendingits
pacletscomparedo our definedrate’1/4’. If theflow is send-
ing at a slower rate, then (currenttime- timestamp)would be



greaterthan § and the above term would be negative. This
would amountto a decreaseof 'count’. If the (currenttime-
timestamp)s lessthand, theflow is sendingataratefasterthan
acceptablesothe abose termwould be positive, resultingin an
increaseof 'count’. Also, the above takescareof the varying
ratesof flows. A flow thatsendsat a higherratehasits 'count’
incrementecht ahigherrate.

The schemas incorporatedn RED. Flows thatarenot high
bandwidthin natureexperienceadropprobabilitythatis similar
to thatin ordinary RED. But flows that are classifiedas high
bandwidthflows, have their drop probability scaledby a factor
thatis proportionalto the obsened’'count’ and’threshold’as
follows:

3

(4)

Whenthereis no congestiorin the network, or whenp,..q is
zero, the factor p;,.,, doesnot contritute arnything to the drop
probability, sothe schemebeharesexactly like ordinaryRED.
Again, it is notedthatpaclet sizescanbetakeninto accountoy
employing a”byte mode”RED insteadof "packetmode”RED.

If aflow is not a high-BW flow, it would not have an entry
in the cacheandthereforeit would obsene drop ratessimilar
to whatit would in ordinary RED. But if the flow is a high-
BW flow, its entry would be found in the cacheand it would
obsene drop ratesthat are scaledand much higherthanthose
of the low-BW flows. By giving high-BW flows greaterdrop
rates,we proposeto be ableto keepthe drop rateslow for the
low-BW flows andgive themhigherthroughput.

Also, anincreasen thedropprobabilityof thehigh-BW flow
may causea paclet of thatflow to be dropped. If thisis a re-
sponsvehigh-BWflow, (likesomeT CPflows),thenonapaclet
drop,whichit discernsaasanindicationof congestionit would
droptherateat which it is sending.If this happensthe router
would seefewer paclets from this flow. So, 'count’ for that
entry in the cachewill be updatedslowly when comparecdto
whatit wasearlier Also, becausehe routerseegpaclketsfrom
this flow lessoften, it may getto the bottomof the cacheand
might even get thrown out of the cache. Oncethis happens,
it would no longerbe classifiedasa high-BW flow andwould
obsene drop ratessimilar to whatit would in ordinary RED.
If a high-BW flow doesnot respondto congestion(like mary
UDP flows) and doesnot reduceits sendingrate on a paclet
drop,therouterwould continueto seemary morepacketsfrom
this flow. It would continouslyfigurein thetop positionsin the
cacheandits 'count’ would beupdatedften. Thiswould result
in agreaterdrop probabilityfor theseflows.

Diry = count/threshold

Pdrop = Pred * Plru

D. CostAnalysis

TheLRU whenimplementedisadoublylinkedlist, insertion
anddeletionof a flow takesO(1) time. Searchindor aflow in
thelinkedlist would take lineartime if it werea simpledoubly
linkedlist. A hashtableis usedto make thesearchO(1). Every
timeanew flow is addedo the LRU, a hashtableenrtyis made
correspondingo thissothatasearctwouldtake O(1)time. The
memorycostis proportionalto thesize’S’ of thecache.

1. SIMULATION RESULTS

NS-2[8] wasusedto simulatethe network conditionsin our
experiments.Thetopologyusedfor theseis atypical dumbbell
onewith routersR1 and R2 betweena bottlenecklink with a
BW of 40Mb anda link delayof 2ms. The sourcesandsinks
areconnectedo R1 andR2 by meansof links thathave 10Mb
andadelayof 32ms(unlessotherwisementioned) HTTP traf-
fic wasgeneratedandomlybetweerthelink R1 andR2 using
TCP flows on both sides. RED parametersf minthresh= 1/4
* puffer sizeat R1, maxthresh= 3/4 * buffer sizeat R1, maxp
= 0.1andqueueweight= 0.002wereused.The flows pumped
pacletsof size1000bytes.

A. CacheOccupancy

An experimentconsistingof 20 TCR, 20 UDP and300HTTP
flows was conductedto obsene the cacheoccupancie®f the
flows. It is evident from figure 2 thatthe LRU cache(of size
30) was ableto hold the UDP flows for a longer period (500
secondslengthof thesimulation)thanthe TCPflows (lessthan
asecond).
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Fig. 2. CacheOccupang
B. Effectofvaryingcacdesize

Thefollowing experimentsstudythe effectivenes®f thepro-
posedschemewith differentLRU cachesizes. The numberof
TCP and UDP flows were 20 each. UDP sourcesvere pump-
ing dataatfull link capacity(40Mb).The probabilitywassetto
1/40,thresholdto 135 andinterval to 4ms,i.e., flows pumping
dataat arategreaterthan0.5Mbwerebrandechigh-BW flows,
andwerepenalised.
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Fig. 3. Effectof varyingcachesize

C. Effectof varyingthreshold

Theparametetthreshold’'decideghelimit beyondwhichwe
startpenalisinga cachedlow. A flow cansenddataandaccu-
mulatecountto "threshold- ', wheref is avery smallnumber
andstill getaway unpunishedf it is ableto getoutof thecache.
Thelargerthevalueof 'threshold’ the burstiertheflows canbe
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without getting penalized.We expectlarger valuesof ’thresh-
old’ to benefitTCP flows andHTTP flows. The setupfor the
experimenthad20 UDP andTCPflows eachwith a probability
of 1/40,LRU cachesizeof 30 andaninterval of 8ms. Therest
of the parametersvereunchangedFigure 4 shavs theresults
of the experimentswvhenthe 'threshold'wasvariedfrom 50 to
175. With asmaller’'threshold’ thereis a greaterchanceof the
TCPflows beingpenalisedeforethey getreplaced.Also, it is
worthy to mentionthat despitethe fact that TCP flows get pe-
nalised,their drop rateis muchlesscomparedo thoseof the
UDP flows. HTTP flows obtainzerodropratesin all the cases.

D. Effectof varyinginterval

The following set of experimentsclearly shov that we are
ableto control the drop ratesof flows that are not high band-
width by using’interval’. Theexperimenthad20UDP andTCP
flows, probability 1/40, LRU cachesize of 30 and’threshold’
135. Figure5 shaws that with intervals of 4msand8ms,flows
above our tamget ratesof 1Mb and0.5Mb respectiely, experi-
encedhigherdroprates.
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E. Impactof multiplecongestedinks

This experimentwasconductedo obsene the effect of mul-
tiple congestedinks. Thetopologyfor thisis similarto thepre-
viousone,in additionanotherottlenecHink is addedobetween
routersR2 andR3. The buffer sizesat the routerswas160and
120atR1andR2respectiely. Thebottleneckbandwidthsand
the delayswere 40Mb, 2msand30Mb, 2ms. The LRU cache
sizewas 30, thresholdwas 135, probability was 1/40 and the
interval was8msat boththerouters.This meantthatflows that
werepumpingdataat or lower than0.5Mb areconsideredow-
bandwidthflows. Therewere 40 UDP flows, pumpingat the

link capacityof 40Mb, 20 TCP flows, and about300 HTTP
flows. Whenthe numberof flows exceedshe amountof state
we have in the cache,(in this case,the total numberof long-
livedflowswas60andtheLRU sizewas30)thecaches unable
to captureall thelong-livedflows. As aresult,someof themes-
capepunishmentTheseflows couldeventuallybe capturecand
punishedat routersfurther downstream. If a high bandwidth
flow escapesnerouter it is recognisedtanotherouterandis
penalisedhere.

Figure6 shavstheeffectsof having anincreasinghumberof
UDP applicationsin the system. RED, LQD, CHOKe, Drop-
tail andthe LRU schemareanalyzecdhere.With 20,40,60and
80 UDP flows pumpingatthebottlenecKink capacityof 40Mb,
theLRU schemaloesconsistentlybetterthantheotherschemes
consideredhere. As the numberof UDP flows increasedrom
20 to 80, the aggraeyaterate at which they were pumpingwas
keptthe sameyviz., 40Mb. Thisresultedin anincreasinghum-
ber of UDP flows that pumpeddataat smallerratesper UDP
flow aswe move from 20 to 80. The interval being 8ms,the
goalwasto protectall the flows thatwere pumpingat the rate
of 0.5Mb. Whenthe numberof UDP flows was20, mostUDP
flows were sendingat a rate greaterthan 1Mb. So most of
the UDP flows were penalisedwhich resultedin TCP obtain-
ing high throughput. As the numberof UDP flows increased,
thenumberof possiblecandidate$or high bandwidthflows de-
creasedand fewer of themwere punished. This resultedin a
lower throughputfor TCP flows. Figure 6 shaws the effect on
short-lvedHTTP flows. We only considerdrop rateshere,be-
causedalking aboutthroughputfor theseflows doesnot exactly
describehe effectivenesof theschemeAs is evidentfrom the
figure, HTTP flows obsene low drop rateswhencomparedo
theotherschemesliscussedhere.
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F. Effectof Varying Loadonthebottlene& link

In thesesetof experimentswe addresghe casef lightly
loadedand heavily loadedbottlenecklink. The experiments
consistedf varyingthe numberof UDP flows andthe amount
of datathey pumpedinto the network. For the caseswhere
the load waslessthan 100%of the bottleneckiink bandwidth,
viz., for the 25%, 50% andthe 75% casestherewere 10 UDP
sourcegachpumpingdataattherateof 10Mb,20Mband30Mb
together Therewere20 UDP flows pumpingdataat 40Mb for
the 100% case,and 60 UDP flows pumpingdataat 60Mb for
the 150%case.Thenumberof TCP sourcesvas20,andHTTP
flows was300. All otherparametersemainedthe same. Fig-
ure 7 shaws the resultsof the simulationsfor TCP flows. It is
evident that the proposedschemedoesbetterthan the restin
all the cases. We are ableto give smallerdrop ratesto TCP
flows andpenalisehe high bandwidthunresponsieflows. Fig-
ure 7 also shows the resultsfor UDP flows. The drop rates
for the UDP flows in caseswhenthe link is underutilizedis
zero,shaving thatthe schemedoesnot affectthe utilization ad-
versely Also this shavs thatthe droppingfunctionality is em-
ployed only whenthereis congestiorandnot otherwise.Once
theloadgoesabove 100%,thedropratesincreaseAs is evident
from this, we performbetterthanthe schemegonsidered.
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G. ReducingRTThias

In this experiment,the RTTs of variousTCP flows wasvar
iedto studythenew schemeavhenflows have differentRTTs. A
setupconsistingof mainly TCPflows wasused.Therewere 18
TCPsourceswith 6 differentRTTs. The bottlenecKink capac-
ity wasreducedto 20Mb, the restof the parametersemained
the same. Therewereno UDP flows. The cachesizewas 30.
Figure8 shavs theresultsof theexperiment.The LRU scheme
wasableto give TCPflows with shortRTTs, greaterdroprates
comparedo TCP flows with longerRTTs. RED andCHOKe,
give similar drop ratesto all the flows. LQD, thoughit is sup-
posedo reducethe RTT bias,thedifferencein thedropratesis
not significant.

H. Sampling

ThepresenschemedoesO(1) work for every packetthatar
rivesattherouter To make theschemenoreefficient,sampling
couldbeemployed. This schemesamplesarriving pacletswith
aprobabilityq. SincetheLRU-RED schemeow looksatfewer
paclets, threshold’,'probability’ and’§" areadjustedby afac-
tor 1/¢q. The work doneper pacletis ¢ timesthat of the pre-
viousvalue. We shav the resultswheng = 0.5, i.e., whenhalf
the pacletsare sampled,n figure 9. The resultsobtainedare

almostsimilar to whenall the paclets are passedhroughthe
LRU-RED scheme.

—&—CHOKe
—=—RED
—4— DropTail
—%—LQaD
—*—LRU

% TCP Droprate
Chvw A N ®

o

A
RTTin ms

Fig. 8. Effectof TCPflows with varyingRTTs

oTep
auop

Fig.9. Effectof Sampling

V. CONCLUSION

We have proposeda mechanisnthat could be incorporated
in routersto (a) identify high bandwidthflows, (b) penalizethe
high bandwidthflows at the time of congestiorand(c) protect
responsie, short-lived and low bandwidthflows. The iden-
tification of high bandwidthflows usesa simple LRU cache
andthis is independenbf the underlyinggqueuemanagement
scheme. We proposedLRU-RED, meming the identification
approachwith RED to shaw the effectivenessof the scheme.
The proposedschemes accommodatie of bursty TCP traffic
in contrastto regular RED. Simulationresultsshowv that the
schemeis successfuin achiesing all of the designgoals. In
addition, it is ableto give higherdropratedor TCP flows with
smallerRTTs comparedo thosewith larger RTTs. The LRU-
RED paclet handlingcostremainsO(1) andthat the memory
costis proportionalto the sizeof the LRU cache.
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