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Abstrct: In this paper, we proposea queuemanagementschemethat is
basedon partial state. It empowers the routers to contain high bandwidth
flowsat the time of congestion.The schememaintains an LRU cacheat the
routers to record information about the high-bandwidth flows. This canbe
incorporated in RED, an active queuemanagementscheme.The proposed
schemepossessesall the advantagesof RED. In addition, it lowers the drop
rates of short-lived flows and alsoof responsive high bandwidth flows. It is
shown, by meansof simulations, that the method is effective in achieving
the objective. The overhead involved is low and the operations incur O(1)
costper packet.
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I . BACKGROUND & MOTIVATION

Recently, therehasbeenmuchinterestin developingresource
managementtechniquesthatcaneffectively controlnonrespon-
sive applications.It hasbeenshown thatnonresponsive appli-
cationscan effectively claim most of the bandwidthat a net-
work elementwhile starvingotherapplicationsthat respondto
congestion[1]. This hasmotivateda numberof recentpropos-
alsat novel buffer managementtechniquesthatallow different
dropratesfor differentflows.

The DropTail buffer managementschemedrops packets
whenthe buffer at the routeris full. RED (RandomEarly De-
tection)[2], is an active queuemanagementschemethat is ac-
comodative to bursty traffic, and it doesso by increasingthe
droprateof nonburstytraffic. LQD (LongestQueueDrop)[3],
storesthe numberof buffers assignedto eachindividual flow
and on congestiondropsa packet from the flow that hasthe
longestbuffer length/queue.CHOKe[4], picksupapacketran-
domly from the queuewhena packet arrivesat the routerand
comparesthetwo. If both thepacketsbelongto thesameflow,
it dropsboth of them. If not, only the arriving packet may be
droppedwith the sameprobability as in RED. The complex-
ity of CHOKe grows linearly with thenumberof unresponsive
flows. SRED[5] estimatesthenumberof active flows without
collectinginformationon individual flows. LQD andCHOKe
utilize buffer occupancy informationin makingdropdecisions.
SREDandLRU-REDemploy similaramountof informationin
a moreflexible way for recordinglonger-term behavior of se-
lectiveflows thanevidentwith buffer occupancy.

Current Internet traffic is heterogeous.Most of the bytes,
typically, aretransferredby a small numberof flows (like ftp)
while a large numberof flows (like HTTP) do not contribute
muchtraffic in bytes[6]. In suchan environment,flow based
schemestend to be inefficient as the work done to establish
statemay not be useful for mostshort-lived flows. RED and
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CHOKe, even thoughincreasedrop ratesfor high bandwidth
flows,do not work well asthenumberof high bandwidthflows
increases.With thegrowing useof multimedia(audio& video)
applications,it is expectedthattraffic dueto unresponsiveflows
will increasein thefuture. Hence,it is importantto find mech-
anismsthat do not employ per-flow state,yet are effective in
controlling severalhigh bandwidth(unresponsive) flows at the
router.

In this paper, we proposea simplemethodto identify high
bandwidthflows at a network element.The proposedmethod
is totally decoupledfrom the underlyingbuffer management
schemein the routersi.e., it can be employed irrespective of
the kind of the buffer managementschemeused. In addition,
we proposea methodto coupletheabovewith RED to contain
andpenalizehigh bandwidhtflows at the time of congestion.
Our work focuseson aggregateperformanceof differentkinds
of flows(HTTP, TCPandUDP) in contrastwith individualflow
performance.

I I . OVERVIEW OF THE SCHEME

We considervarioustypesof flows in this schemeviz., long-
term high bandwidthflows (referred to as high-BW flows),
short-lived flows, andlow bandwidthflows. Flows that pump
dataat a ratethatis greaterthanacceptableto thenetwork (this
is typically decidedby theISP)over a periodof time arelong-
termhighbandwidthflows. Thosethatpumpburstsof dataover
a shortperiodandstayidle for someperiodandcontinuethis
processareshort-livedflows. The othersareclassifiedas low
bandwidthflows simply becausethey do not violate the rate
limit. Among the long-termhigh bandwidthflows we identify
two classes,onethat reducesits rateandstartssendingdataat
a lower ratewhencongestionis indicated.Thesecondclassof
applicationsarenon-responsive to congestion.TCP flows are
typicalexamplesof thelong-termhighbandwidthflowsthatre-
spondto congestion.UDP sourcespumpingdataat high rates
with no congestioncontrol mechanismbuilt into themcanbe
classifiedaslong-termhighbandwidthflowsthatdonotrespond
to congestion.HTTP transfersover the Internetcanbe classi-
fied asshort-lived flows. UDP sourcesthat sendat a low rate
andtelnettype interactive applicationscanbeclassifiedaslow
bandwidthflows.

We proposea schemethatcanbeusedby a routerto recog-
niselong-termhigh-BWflowsandprovidehigherdropratesfor
themwhencomparedto short-lived flows andlow-BW flows.
Also, our schemecandistinguishbetweenhigh-BW flows that



respondto congestionand thosethat do not, in order to give
themdifferentdroprates.By doingso,weproposeto beableto
give short-livedflows andresponsiveflows,higherthroughput.
Therearetwo componentsinvolvedin this process(a) identify-
ing high-BW flows accuratelyand(b) penalisingthe identified
high-BW non-responsiveflowsaggressively.

A. Identifyinghigh bandwidthflows

Packetsfrom high-BW flows will beseenat theroutermore
oftenthanotherflows. Short-livedflows, thatarecharacterized
by HTTP transfersare typically the ON-OFF type, senddata
intermittently. Thus,packetsfrom suchflows arenot seenat a
constantrateat therouter. Whenthey areseen,thedatais much
lessthan that of high bandwidthflows. So, by observingthe
arrivalsof packetsfor aperiodof time,theroutercandistinguish
betweenhigh-BW andlow-BW flows.

In orderto identify high-BW flows at therouter, we employ
anLRU (LeastRecentlyUsed)cache.This cacheis of a fixed
pre-derterminedsize,’S’. In an LRU cacheevery new entry is
placedat the topmost(front) position in the cache. The entry
thatwastheleastrecentlyusedis at thebottom.This is chosen
to be replacedwhena new entry hasto be addedandthereis
notenoughspacein thecache.Thismechanismensuresthatthe
recentlyusedentriesremainin the cache. The objective is to
storestateinformationfor only long-termhighbandwidthflows
in theLRU cache.

With a cacheof limited size,a flow hasto arriveat therouter
frequentlyenoughto remainin thecache.Short-termflows or
low-BW flows are likely to be replacedby other flows fairly
soon. Theseflows do not pump packets fast enoughto keep
their cacheentriesat thetop of theLRU list andhencebecome
candidatesfor replacement.High-BW flows are expectedto
retaintheir entriesin theLRU cachefor longperiodsof time.

Every time the routerseesa packet, it searchesthe cacheto
checkif thatflow’sentryexistsin thecache.If yes(no),wesay
thata

�����
( � ����� ) for thatflow hasoccured.On a miss,theflow

is addedto the cacheif thereis spacein the cache.If thereis
no spacein the cache,it replacesthe leastrecentlyseenentry
(the bottommost in the cache)with a probability ’p’. It adds
this entry in the topmostposition in the cache. On a hit, the
routerupdatesthe positionof the entry in the cache(brings it
to thetopmostposition).Theschemeemployedin SREDbased
on”zombielist” is similar to thisapproach,but it doesnotwork
well in thepresenceof many short-livedhttpflows.

Whenthereis no spacein theLRU cache,theoldestflow is
replacedwith a certainprobability to make room for the new
flow. This reducesthe chancesof recordingshort-lived, low-
BW flowsin thecacheandsavesspacefor flowsthatareactually
high-BW in nature. Packet sizescanbe taken into accountin
determiningthe probabilitywith which a flow is admittedinto
thecache.In orderto keepthediscussionsimple,in therestof
thepaper, weconsiderpacketsof samesize.

To allow for burstinessof flows,weemploy a ’ threshold’be-
low which a flow is not consideredhigh bandwidth,even if its
entry is in thecache.For eachflow in theLRU, we keeptrack

of its ’packetcount’ seenat therouter. Thiscountis updatedon
eachpacket arrival. Only whenthis countexceedsthe ’ thresh-
old’, a flow is regardedasa high-BW flow. Short-termflows
andlow-BW flows arelikely to bereplacedfrom thecachebe-
fore they accumulatea countof ’ threshold’.RED-PD[7] uses
RED packetdrophistoryto identify high-BW flows.

TheLRU is implementedasa doubly linkedlist. Eachnode
containsanentry for theflow id andthepacket count. In order
to make the searchinto the linked list easy, it is indexed by a
hashtable.

B. Penalizinghigh bandwidthflows

After having identifiedthehighbandwidthflowsattherouter,
drop probabilitiesof flows are increasedafter the flows accu-
mulateacountexceedingthe’ threshold’parameter. Onceflows
accumulatea countgreaterthanthis andremainin the cache,
they will be droppedat a higher rate until they drop the rate
sufficiently enoughto be thrown out of the cache. By doing
this, we areableto increasethedropprobabilityof high band-
width flows comparedto theotherflows. This ’policy enforce-
ment’ mechanismcanbecoupledwith any buffer management
scheme.Below, we explainhow this canbedonewith RED.

C. LRU Coupledwith RED

The schemeis incorporatedin RED, so it preservesall the
propertiesof RED.TheschememodifiesRED’s dropprobabil-
itiesusingtheinformationin theLRU cache.

Whenthe queuelengthbuilds up, andit is in the region be-
tweenminthandmaxth,REDcalculatesthedropprobabilityof
apacket to bedropped.It is herethatwebringthedistinctionof
thehigh-BWandthelow-BW flows. In this region,we increase
thedropprobabilityof flows thatarehigh bandwidthin nature.
This is explainedin figure1.
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Fig. 1. Drop Probabilityof flows in theproposedscheme

We definea targetrate 	�
�� abovewhich identifiedflows will
bepenalized.Werecordinformationabouttherateatwhich the
flow is sendingpacketsby incrementing’count’ accordingto
thefollowing equation:
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������ ��������� 
������! "� ���#� �  �$�#� �  �"��% �'&)(*
�� (1)

TheRHSof theabove is derivedbasedon thefollowing:� � �+� 
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!� (2)
Equation2 gives how much fasterthe flow is sendingits

packetscomparedto our definedrate’ 	!
!� ’. If theflow is send-
ing at a slower rate, then (currenttime- timestamp)would be



greaterthan 0 and the above term would be negative. This
would amountto a decreaseof ’count’. If the (currenttime-
timestamp)is lessthan 0 , theflow is sendingataratefasterthan
acceptable,sotheabovetermwould bepositive,resultingin an
increaseof ’count’. Also, the above takescareof the varying
ratesof flows. A flow thatsendsat a higherratehasits ’count’
incrementedat ahigherrate.

Theschemeis incorporatedin RED. Flows thatarenot high
bandwidthin natureexperienceadropprobabilitythatis similar
to that in ordinaryRED. But flows that areclassifiedashigh
bandwidthflows,have their dropprobabilityscaledby a factor
that is proportionalto the observed ’count’ and ’ threshold’as
follows: 1�243*57698�:�;�<>=@?�=�A�B!C!D�AE:!FHG

(3)1�I,3KJ�LM6N1�3KO�IQPR1E243K5
(4)

Whenthereis no congestionin thenetwork, or when
1 3KO�I

is
zero, the factor

1 2S3*5
doesnot contribute anything to the drop

probability, so theschemebehavesexactly like ordinaryRED.
Again, it is notedthatpacketsizescanbetakeninto accountby
employing a ”byte mode”REDinsteadof ”packetmode”RED.

If a flow is not a high-BW flow, it would not have an entry
in the cacheandthereforeit would observe drop ratessimilar
to what it would in ordinary RED. But if the flow is a high-
BW flow, its entry would be found in the cacheand it would
observe drop ratesthat arescaledandmuchhigherthanthose
of the low-BW flows. By giving high-BW flows greaterdrop
rates,we proposeto be ableto keepthe drop rateslow for the
low-BW flowsandgive themhigherthroughput.

Also,anincreasein thedropprobabilityof thehigh-BWflow
may causea packet of that flow to be dropped.If this is a re-
sponsivehigh-BWflow, (likesomeTCPflows),thenonapacket
drop,which it discernsasanindicationof congestion,it would
drop the rateat which it is sending.If this happens,the router
would seefewer packets from this flow. So, ’count’ for that
entry in the cachewill be updatedslowly when comparedto
what it wasearlier. Also, becausetherouterseespacketsfrom
this flow lessoften, it may get to the bottomof the cacheand
might even get thrown out of the cache. Oncethis happens,
it would no longerbe classifiedasa high-BW flow andwould
observe drop ratessimilar to what it would in ordinaryRED.
If a high-BW flow doesnot respondto congestion(like many
UDP flows) anddoesnot reduceits sendingrate on a packet
drop,therouterwouldcontinueto seemany morepacketsfrom
this flow. It would continouslyfigurein thetop positionsin the
cacheandits ’count’ wouldbeupdatedoften.Thiswouldresult
in a greaterdropprobabilityfor theseflows.

D. CostAnalysis

TheLRU whenimplementedasadoublylinkedlist, insertion
anddeletionof a flow takesO(1) time. Searchingfor a flow in
thelinkedlist would take lineartime if it werea simpledoubly
linkedlist. A hashtableis usedto make thesearchO(1). Every
timeanew flow is addedto theLRU, ahashtableenrtyis made
correspondingto thissothatasearchwouldtakeO(1)time. The
memorycostis proportionalto thesize’S’ of thecache.

I I I . SIMULATION RESULTS

NS-2[8] wasusedto simulatethenetwork conditionsin our
experiments.Thetopologyusedfor theseis a typical dumbbell
onewith routersR1 andR2 betweena bottlenecklink with a
BW of 40Mb anda link delayof 2ms. The sourcesandsinks
areconnectedto R1 andR2 by meansof links thathave 10Mb
anda delayof 32ms(unlessotherwisementioned).HTTP traf-
fic wasgeneratedrandomlybetweenthe link R1 andR2 using
TCP flows on bothsides.RED parametersof minthresh= 1/4
* buffer sizeat R1, maxthresh= 3/4 * buffer sizeat R1, maxp
= 0.1 andqueueweight= 0.002wereused.Theflows pumped
packetsof size1000bytes.

A. CacheOccupancy

An experimentconsistingof 20TCP, 20UDPand300HTTP
flows wasconductedto observe the cacheoccupanciesof the
flows. It is evident from figure 2 that the LRU cache(of size
30) wasable to hold the UDP flows for a longerperiod (500
seconds-lengthof thesimulation)thantheTCPflows(lessthan
a second).

Fig. 2. CacheOccupancy

B. Effectof varyingcachesize

Thefollowing experimentsstudytheeffectivenessof thepro-
posedschemewith differentLRU cachesizes.Thenumberof
TCP andUDP flows were20 each.UDP sourceswerepump-
ing dataat full link capacity(40Mb).Theprobabilitywassetto
1/40,thresholdto 135andinterval to 4ms,i.e., flows pumping
dataat a rategreaterthan0.5Mbwerebrandedhigh-BW flows,
andwerepenalised.

Fig. 3. Effectof varyingcachesize

C. Effectof varyingthreshold

Theparameter’ threshold’decidesthelimit beyondwhichwe
startpenalisinga cachedflow. A flow cansenddataandaccu-
mulatecountto ’ threshold- T ’, whereT is averysmallnumber,
andstill getawayunpunishedif it is ableto getoutof thecache.
Thelargerthevalueof ’ threshold’,theburstiertheflowscanbe



Fig. 4. Effectof varyingthreshold

without gettingpenalized.We expectlarger valuesof ’ thresh-
old’ to benefitTCP flows andHTTP flows. The setupfor the
experimenthad20UDPandTCPflowseach,with aprobability
of 1/40,LRU cachesizeof 30 andaninterval of 8ms.Therest
of theparameterswereunchanged.Figure4 shows the results
of theexperimentswhenthe ’ threshold’wasvariedfrom 50 to
175.With a smaller’ threshold’,thereis a greaterchanceof the
TCPflows beingpenalisedbeforethey getreplaced.Also, it is
worthy to mentionthatdespitethe fact thatTCP flows get pe-
nalised,their drop rate is much lesscomparedto thoseof the
UDP flows. HTTPflowsobtainzerodropratesin all thecases.

D. Effectof varyinginterval

The following set of experimentsclearly show that we are
ableto control the drop ratesof flows that arenot high band-
width by using’interval’. Theexperimenthad20UDPandTCP
flows, probability 1/40, LRU cachesizeof 30 and’ threshold’
135. Figure5 shows thatwith intervalsof 4msand8ms,flows
above our target ratesof 1Mb and0.5Mb respectively, experi-
encedhigherdroprates.

Fig. 5. Effectof VaryingInterval - UDP Droprate

E. Impactof multiplecongestedlinks

This experimentwasconductedto observetheeffect of mul-
tiple congestedlinks. Thetopologyfor this is similar to thepre-
viousone,in additionanotherbottlenecklink is addedbetween
routersR2 andR3. Thebuffer sizesat therouterswas160and
120at R1 andR2 respectively. Thebottleneckbandwidthsand
the delayswere40Mb, 2msand30Mb, 2ms. The LRU cache
sizewas30, thresholdwas135, probability was1/40 and the
interval was8msat boththerouters.This meantthatflows that
werepumpingdataat or lower than0.5Mbareconsideredlow-
bandwidthflows. Therewere40 UDP flows, pumpingat the

link capacityof 40Mb, 20 TCP flows, and about300 HTTP
flows. Whenthe numberof flows exceedsthe amountof state
we have in the cache,(in this case,the total numberof long-
livedflowswas60andtheLRU sizewas30) thecacheis unable
to captureall thelong-livedflows. As aresult,someof themes-
capepunishment.Theseflowscouldeventuallybecapturedand
punishedat routersfurther downstream. If a high bandwidth
flow escapesonerouter, it is recognisedatanotherrouterandis
penalisedthere.

Figure6 showstheeffectsof having anincreasingnumberof
UDP applicationsin the system. RED, LQD, CHOKe, Drop-
tail andtheLRU schemeareanalyzedhere.With 20,40,60and
80UDPflowspumpingat thebottlenecklink capacityof 40Mb,
theLRU schemedoesconsistentlybetterthantheotherschemes
consideredhere. As the numberof UDP flows increasedfrom
20 to 80, the aggregaterateat which they werepumpingwas
keptthesame,viz., 40Mb. This resultedin anincreasingnum-
ber of UDP flows that pumpeddataat smallerratesper UDP
flow aswe move from 20 to 80. The interval being8ms, the
goalwasto protectall the flows thatwerepumpingat the rate
of 0.5Mb. Whenthenumberof UDP flows was20, mostUDP
flows were sendingat a rate greaterthan 1Mb. So most of
the UDP flows werepenalisedwhich resultedin TCP obtain-
ing high throughput. As the numberof UDP flows increased,
thenumberof possiblecandidatesfor highbandwidthflowsde-
creasedand fewer of themwerepunished. This resultedin a
lower throughputfor TCP flows. Figure6 shows the effect on
short-livedHTTP flows. We only considerdroprateshere,be-
causetalking aboutthroughputfor theseflows doesnot exactly
describetheeffectivenessof thescheme.As is evidentfrom the
figure, HTTP flows observe low drop rateswhencomparedto
theotherschemesdiscussedhere.

Fig. 6. Unresponsive high bandwidthflows andMultiple CongestedLinks



F. Effectof VaryingLoadon thebottleneck link

In thesesetof experiments,we addressthe casesof lightly
loadedand heavily loadedbottlenecklink. The experiments
consistedof varyingthenumberof UDP flows andtheamount
of data they pumpedinto the network. For the caseswhere
the loadwaslessthan100%of the bottlenecklink bandwidth,
viz., for the25%,50%andthe75%cases,therewere10 UDP
sourceseachpumpingdataattherateof 10Mb,20Mband30Mb
together. Therewere20 UDP flows pumpingdataat 40Mb for
the 100%case,and60 UDP flows pumpingdataat 60Mb for
the150%case.Thenumberof TCPsourceswas20,andHTTP
flows was300. All otherparametersremainedthe same.Fig-
ure 7 shows the resultsof the simulationsfor TCP flows. It is
evident that the proposedschemedoesbetterthan the rest in
all the cases. We are able to give smallerdrop ratesto TCP
flowsandpenalisethehighbandwidthunresponsiveflows. Fig-
ure 7 also shows the resultsfor UDP flows. The drop rates
for the UDP flows in caseswhen the link is underutilizedis
zero,showing thattheschemedoesnotaffect theutilizationad-
versely. Also this shows that thedroppingfunctionality is em-
ployedonly whenthereis congestionandnot otherwise.Once
theloadgoesabove100%,thedropratesincrease.As is evident
from this,weperformbetterthantheschemesconsidered.

Fig. 7. Effectof varyingloadon thebottlenecklink
G. ReducingRTTbias

In this experiment,theRTTs of variousTCPflows wasvar-
iedto studythenew schemewhenflowshavedifferentRTTs. A
setupconsistingof mainly TCPflowswasused.Therewere18
TCPsourceswith 6 differentRTTs. Thebottlenecklink capac-
ity wasreducedto 20Mb, the restof the parametersremained
the same.Therewereno UDP flows. The cachesizewas30.
Figure8 shows theresultsof theexperiment.TheLRU scheme
wasableto give TCPflows with shortRTTs, greaterdroprates
comparedto TCPflows with longerRTTs. RED andCHOKe,
give similar drop ratesto all theflows. LQD, thoughit is sup-
posedto reducetheRTT bias,thedifferencein thedropratesis
not significant.

H. Sampling

ThepresentschemedoesO(1) work for every packet thatar-
rivesat therouter. To maketheschememoreefficient,sampling
couldbeemployed.Thisschemesamplesarriving packetswith
aprobability U . SincetheLRU-REDschemenow looksatfewer
packets,’ threshold’,’probability’ and’ V ’ areadjustedby a fac-
tor W�X�U . The work doneper packet is U timesthat of the pre-
viousvalue. We show theresultswhen U = 0.5, i.e., whenhalf
the packetsaresampled,in figure 9. The resultsobtainedare

almostsimilar to whenall the packetsarepassedthroughthe
LRU-REDscheme.

Fig. 8. Effectof TCPflows with varyingRTTs

Fig. 9. Effectof Sampling

IV. CONCLUSION
We have proposeda mechanismthat could be incorporated

in routersto (a) identify high bandwidthflows, (b) penalizethe
high bandwidthflows at the time of congestionand(c) protect
responsive, short-lived and low bandwidthflows. The iden-
tification of high bandwidthflows usesa simple LRU cache
and this is independentof the underlyingqueuemanagement
scheme. We proposedLRU-RED, merging the identification
approachwith RED to show the effectivenessof the scheme.
The proposedschemeis accommodative of bursty TCP traffic
in contrastto regular RED. Simulation resultsshow that the
schemeis successfulin achieving all of the designgoals. In
addition,it is ableto give higherdropratesfor TCPflows with
smallerRTTs comparedto thosewith largerRTTs. The LRU-
RED packet handlingcost remainsO(1) andthat the memory
costis proportionalto thesizeof theLRU cache.

REFERENCES

[1] S.Floyd andK.Fall, Promotingtheuseof end-to-endcongestioncontrol in
the internet, IEEE-ACM Transactionson Networking, pp. 458-472,Au-
gust1999.

[2] S.Floyd andV.Jacobson,Randomearlydetectiongatewaysfor congestion
avoidance, IEEE-ACM TransactionsonNetworking,pp.397-413,August
1993.

[3] B. Suter, T.V. Lakshman,D. StiliadisandA K. Choudhary, DesignCon-
siderationsfor supportingTCPwith per-flowqueueing, INFOCOMM’98.

[4] RongPan,Balaji PrabhakarandKonstantinosPsounis.CHOKe, A State-
lessActive QueueManagementSchemefor ApproximatingFair Band-
widthAllocation in IEEE INFOCOMM, March2000.

[5] T.J. Ott, T.V.Lakshman,andL.H. Wong, SRED:StabilizedRED in Pro-
ceedingsof IEEE INFOCOM,pp.1346-1355,March1999.

[6] InkooKim andA.L.N Reddy, AnalyzingNetworkTracesto IdentifyLong-
TermHigh-RateFlows in TechnicalReport,TAMU.

[7] RatulMahajanandSallyFloyd Controlling High-BandwidthFlowsat the
CongestedRouterin ACIRI, November20,2000.

[8] S.Floyd, NSnetworksimulator, www.isi.edu/nsnam.


