
Impact of marking strategy on aggregated 
ows in a di�erentiatedservices network �Ikjun YeomA. L. Narasimha ReddyDept. of Elec. Engg.Texas A & M UniversityCollege Station, TX 77843-3128fikjun,reddyg@ee.tamu.eduAbstractDi�-serv framework is receiving wide attention as anarchitecture for implementing service guarantees inthe Internet. Current framework allows customersto mark their packets and the network provider tocheck them for conformance to service contracts. Thispaper looks at the impact of marking strategies em-ployed by aggregated sources (customers) on the pro-vided service in a di�-serv network. The paper showsthat aggregation reduces the impact of di�erences inround-trip-times on throughput guarantees. The pa-per also shows that proportional marking of packetscan lead to large di�erences in delivered throughputsto individual 
ows within the aggregation. The paperproposes two new marking algorithms that improvethe fairness among the individual 
ows within an ag-gregation. The paper also shows that a customer canachieve higher throughput by marking a dispropor-tionate number of packets IN along the paths that areexperiencing congestion while remaining within theservice contract. The impact of such a strategy onthe network provider and the individual 
ows is stud-ied.Keywords : Di�erentiated service, Aggregation,Quality of service.1 IntroductionCurrent Internet provides best-e�ort service to end-users. Recently, many multimedia applications havebeen developed. Multimedia applications are sensitiveto available bandwidth and delay experienced in thenetwork. To satisfy these requirements, di�erentiatedservice (di�-serv) framwork for the Internet has beenproposed.Di�-serv framework is a proposal to provide service�This work was supported in part by a Texas ATP grant andby an NSF Career Award

guarantees over networks by providing di�erent droppreferences [1, 2, 3]. In this framework, the routersat the edge of the network monitor and mark packetsof 
ows (individual or aggregated). The packets of a
ow that obey the service pro�le are marked IN (inpro�le) and the packets that are beyond the servicepro�le are marked OUT (out-of-pro�le). The networkgives preference to IN packets while dropping OUTpackets disproportionately at the time of congestion.The router doesn't distinguish between packets of indi-vidual 
ows and can use FIFO style scheduling mech-anisms. This preferential drop mechanism is expectedto provide better throughput for IN packets than OUTpackets. With appropriate network provisioning, it isexpected that this could result in bandwidth guaran-tees. Di�-serv framework allows aggregated sources aswell as individual sources. This paper looks at the QoSand bandwidth management issues at an aggregatedsource.When several individual sources are aggregated,output tra�c of the aggregation is not like tra�c ofone big single source in the following respects: (a)Each source within the aggregation responds to con-gestion individually. (b) The aggregation has mutipledestinations, and each source within the aggregationexperiences di�erent delays and congestion. There-fore, when we deal with aggregated sources in di�-servnetworks, we need to consider not only the throughputachieved by aggregated sources but also the through-put achieved by individual 
ows.We will assume that a customer with an aggregatedsource employs his/her own marker to manage in-dividual 
ows within the aggregation. The networkprovider may monitor and remark packets to ensurecompliance of the contract. In this paper, we studyhow a customer can mark packets within an aggrega-tion to achieve speci�c performance goals while stay-ing within the contract-pro�le. We will also discuss1



the impact of such strategies on the network provider.The rest of the paper is organized as follows. Sec-tion 2 presents simple simulations with aggregationto motivate the rest of the paper. In Section 3, wepropose new marking algorithms to meet performancegoals of individual 
ows. Section 4 presents simu-lations with the proposed algorithms. In Section 5,we discuss the simulation results and present relatedwork. Section 6 concludes the paper and points tofuture work.2 E�ect of aggregated sourcesIn this section, we discuss e�ect of aggregated sourceson other 
ows in di�-serv networks. To study the ef-fect of aggregation, we conducted simple simulationsusing ns-2 [6].Figure 1 shows the simulated network topology.There are �ve aggregated sources and �ve singlesources, and each aggregated source consists of threeindividual sources. We used a TCP/Reno agent foreach individual source. The marker used time slidingmarking algorithm proposed in [3]. The router usesRED parameters 20/40/0.5 for the OUT packets and50/100/0.02 for the IN packets. The bottleneck band-width is set to 9 Mbps. Four aggregated sources andfour single sources reserve 2 Mbps, 1 Mbps, 0.5 Mbps,and 0.1 Mbps. One aggregated source and one singlesource are best-e�ort. Since a total of 7.2 Mbps isreserved, the subscription level is 80%. We ran twosimulation experiments using this con�guration. Inthe �rst experiment, we used the same RTT, 60 msfor all the 20 
ows. In the second experiment, weused RTTs of 40 ms, 60 ms, and 80 ms for the threesources of an aggregated pool, and an RTT of 60 msfor single sources. Flows within an aggregated sourcemay have di�erent RTTs as they may be talking to dif-ferent hosts after passing through the same bottlenecklink.Figure 2 shows the results of the simulations. FromFigure 2(a), we can observe that aggregated sourcesobtain more bandwidth than single source with thesame reserved bandwidth. The three 
ows withinan aggregated source claim three times as much ofthe shared excess bandwidth than a single source andhence the di�erence between the throughputs of aggre-gated sources and the individual sources. Throughputof aggregated sources with the same RTTs is not muchdi�erent from the throughput of aggregated sourceswith di�erent RTTs. This observation may indicatethat aggregation may blunt the e�ect of RTT di�er-ences. We will show more results to this e�ect later inthe paper.Figure 2(b) shows the rates achieved by individual
ows within an aggregation at di�erent reservations.
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HFigure 1: Simple topology for simulation with aggre-gated sourcesAs RTT is increased, throughput is decreased. Thisshows that di�erent RTTs impact the throughputs ofindividual 
ows even though the impact on aggrega-tion is reduced.3 New marking strategy for ag-gregated sourcesIn Section 2, we have shown that the impact of dif-ferent RTTs on achieving reserved aggregated band-width are reduced by aggregated sources. The totalthroughput of aggregated sources are maintained evenif RTTs of individual sources are di�erent. However,there is still unfairness in assigning the reserved band-width to individual users. Is it possible to fairly sharethe aggregated bandwidth independent of the RTTsof individual 
ows or the behavior of individual 
owsin the aggregation?We consider maintaing state for each 
ow within anaggregation at the boundary router. Average sendingrate of a 
ow is maintained as state information foreach 
ow at the marker of the aggregated source. Thisinformation is used in balancing resources across thedi�erent 
ows within the aggregation.If we apply the marking strategy proposed by [3] foraggregated sources, average sending rate of n aggre-gated sources at time t, ragg(t), isragg(t) = nXi=1 ri(t) (1)When a packet arrives and ragg(t) exceeds reservedrate, rresv , at that instance, the packet is marked asOUT with probability, POUT ,POUT (t) = (ragg(t) � rresv)=ragg(t) (2)2
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Therefore, the number of OUT packets of each source,Ni, in interval, � , isNi = Z �0 max(ragg(t) � rresv ; 0)ragg(t) � ri(t) dt (3)Then, the number of OUT packets of aggregatedsources, Nagg isNagg = nXi=1Ni (4)= Z �0 max(ragg(t) � rresv ; 0) dt (5)From (3), a packet is determined to be marked OUTor IN not by the sending rate of its source but bythe aggregated sending rate. Even if the sending rateof a source is less than the individual target rate,reach = rresv=n (since RTT is longer than others orit experienced congestion), the packets from that 
oware marked OUT with the same probability as others.We term this marking strategy Proportional markingin this paper. We will use fair sharing of aggregatedbandwidth as a target of this study. It is easy to gen-eralize this to allow di�erent bandwidth allocations ifnecessary.To remove this unfairness within aggregatedsources, we propose a new marking algorithm. Indesigning the new marking algorithm, there are twoconditions we need to consider: (1) The total numberof OUT packets should be the same as in the originalalgorithm. (2) The packets from a 
ow with sendingrate less than reach should be marked OUT with arelatively smaller probability (to improve fairness). Athird condition requires that any new marking policydo not introduce IN-marked packets that may laterbe marked OUT by network provider due to voilationof service contract. We assume that a sliding windowmarking algorithm [3] is used by the network for test-ing compliance.Figure 3 shows the proposed algorithm. For eachpacket arrival, the algorithm calculates average ratesof individual sources as well as the average rate ofaggregation. If the average rate of aggregation is lessthan the reserved rate, it marks the packet as IN. Oth-erwise, it compares the average rate of the individual
ow with the individual target rate. We study thefollowing two choices for the individual target (IT ),IT = 8>><>>: rresv=No: of active 
owsfor equal sharing of IN packets,ragg(t)=No: of active 
owsfor achieving equal throughput. (6)3



By setting the individual target as the �rst choice,every individual 
ow is expected to get a fair-shareof the aggregated reserved bandwidth, and the to-tal throughput (achieved by IN and OUT packets) ofan individual source may vary due to variations inavailable excess bandwidth along the di�erent pathsof the 
ows. The second choice is for achieving equalthroughput by assigning more IN packets to the 
owsgoing through congested links. If the average rate ofan individual source is less than the individual target,the packets of that 
ow are marked IN at a higherrate.From Figure 3, it is clear that the proposed al-gorithm satis�es the second condition of marking ahigher fraction of packets IN when the source rate isless than reach. From the algorithm, POUT is given byPOUT (t) =8>><>>: (ragg(t)� rresv)=rexceed(t)if ri(t) > reach0 otherwise (7)Here, rexceed is the sum of ri that is greater than reach.The number of OUT packets of each source, Ni isNi = Z �0 Pout(t)� ri(t) dt (8)Since POUT is zero for sources with ri less than reach,the number of OUT packets of aggregated sources,Nagg isNagg = XexceedNi (9)= Z �0 max(ragg(t) � rresv ; 0) dt (10)From (5) and (10), it is seen that the proposed algo-rithm satis�es the �rst condition.4 Simulation resultsIn this section, we present simulation results and showhow the new algorithm achieves fair sharing of band-width within an aggregation. We will show that thisbandwidth management results in improved through-put realization. We modi�ed ns-2 [6] to implement thenew marking algorithm. In all simulations, we used aTCP-Reno agent in ns-2 as a source and FTP appli-cation as a tra�c generator.4.1 Dealing with di�erent RTTsThis section describes the impact of di�erent RTTswithin aggregated sources and how the new algorithmdeals with this impact. Figure 4 shows a simple net-work topology used in this simulation. There are�ve markers and aggregated sources, each aggregated

Algorithm:

for each packet arrival
   calculate the new avg_agg_rate and avg_rate_i
   if avg_agg_rate <= target
      mark this packet IN
   else
      if avg_rate_i > individual_target
         calculate sum_exceeds
         With probability Pout=(avg_agg_rate-target)
                                                   /sum_exceeds
            mark this packet OUT
         else
            mark this packet IN
      else
         mark this packet IN
end

Fixed parameter:
   target: reserved rate for aggregated sources

Saved variables:
   avg_agg_rate: average rate of aggregated sources
   avg_rate_i: average rate of ith individual source
   individual_target: target/the number of active flows
   sum_exceeds: the sum of avg_rate_i which is greater 
                than individual_target

Other:
   Pout: current packet OUT-marking probabilityFigure 3: New marking algorithm for aggregatedsourcessource consists of ten individual sources. Bandwidthof every link except the link between the two routersis 10 Mbps, and bandwidth of the link between tworouters is limited to 6 Mbps. Each aggregated sourcereserves 1 Mbps. We assign RTT ij , RTT of ith indi-vidual source in jth aggregated source as;RTT ij = 130 + 4� (i� 1)� (j � 5:5) (ms) (11)This results in �ve aggregated sources with varyingdi�erences in RTTs. For example, aggregated source 1has a (min RTT, max RTT) = (130 ms, 130 ms) com-pared to that of aggregated source 5 with (58 ms, 202ms).The router uses RED parameters 20/40/0.5 forOUT and 40/100/0.02 for IN packets. With this sim-ulation setup, we conducted two simulation experi-ments. In the �rst experiment, we use the propor-tional marking algorithm, and in the second experi-ment, we use the new marking algorithm.Figure 5 shows the achieved rates of individualsources. The horizontal line in the �gure shows theindividual target rate. In Figure 5(a), it is clear thatthere exists unfair bandwidth sharing within aggre-gated sources. This unfairness increases as the di�er-ences in RTTs are increased. For example, a sourceachieves 4.8 times the bandwidth of another sourcein the �fth aggregation. With the new marking algo-rithm, most sources reach their target rates as shown4
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(b) New markingFigure 5: Dealing with di�erent RTTs within aggregated sources
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in Figure 5(b). The bandwidth is shared more fairlyamong the di�erent sources.To compare the results quantitatively, we presentTable 1. The average throughput of each aggrega-tion is not much di�erent from each other in bothschemes even though RTTs of individual sources aredi�erent. This again shows that the impact of di�erentRTTs can be reduced by aggregation. The row STDshows the standard deviation among the individualrates within an aggregation. It is observed that STDincreases signi�cantly with increased RTT di�erenceswithin an aggregation. The new marking algorithmachieves signi�cantly smaller variation compared toproportional marking. The row Max/Min comparesthe maximum and minimum rates realized within anaggregation. Again, it is observed that fairness is con-siderably improved with the new marking algorithm.5



Table 1: Quantitative comparisonsAlgorithm Proportional marking New markingAggregation 1 2 3 4 5 1 2 3 4 5RTT Max/Min 1 1.32 1.77 2.42 3.48 1 1.32 1.77 2.42 3.48Average(Kbps) 112.7 110.0 112.2 113.8 114.5 116.9 111.4 115.5 113.3 117.0STD (Kbps) 14.3 19.3 21.2 44.4 62.1 7.7 8.8 12.3 14.8 25.3Max/Min 1.41 1.72 2.06 3.83 4.80 1.22 1.28 1.39 1.43 1.824.2 Aggressive bandwidth manage-ment in congested networksResults from the earlier section showed that a cus-tomer can mark packets e�ectively to improve fair-ness while staying within the contract-pro�le. Can weextend this idea further to allocate di�erent amountsof IN-pro�le bandwidth based on the congestion cur-rently being experienced by the 
ows? This, in ef-fect, is the same problem as before, but in a di�erentcontext: Can we e�ectively manage IN-pro�le band-width to improve performance of speci�c 
ows (withlonger RTTs or those experiencing congestion) withinan aggregation? However, as we will point out later,reallocating IN-pro�le bandwidth based on conges-tion may have important consequences on the networkproviders.Figure 6 shows the network topology used for sim-ulations. There are two aggregated sources, and eachaggregated source consists of ten individual sources.Each aggregated source reserves 1 Mbps. The net-work consists of a 1 Mbps link between the router andnode 'A' and 2 Mbps link between the router and node'B'. Individual sources 1�8 of each aggregated sourceare connected to node 'A' and individual sources 9 and10 are connected to node 'B'. In this topology, there-fore, the link between the router and node 'A' is 160%subscribed, and the link between the router and node'B' is 20% subscribed if we assume that each individ-ual source expects to get 0.1 Mbps (=rresv/numberof individual sources). The network as a total hasenough capacity (3 Mbps) to support the two aggre-gated sources (total reservation of 2 Mbps). Due to thedynamic nature of 
ows, one of the links may be over-subscribed as in this example. Each individual sourcehas same RTT as 40 msec. With this simulation topol-ogy, we conducted two simulation experiments. In the�rst simulation, we applied proportional marking tothe marker for aggregation 1 and the new algorithm 1(for IN packet equal sharing) for aggregation 2. Inthe second simulation, we applied proportional mark-ing for aggregation 1 and the new algorithm 2 (forachieving equal throughput) for aggregation 2.
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R MRouter MarkerFigure 6: Aggregated network topology with di�erentcongestion levelsFigure 7 shows the results of Simulation 1. Eachbar shows the achieved throughput of individualsource, and the dark portion in each bar indicates thethroughput achieved by IN packets. In Figure 7(a), itis observed that each packet is marked OUT with thesame probability even if its source cannot reach its re-served rate, and IN packets are unfairly distributed to
ows achieving higher rates. In Figure 7(b), however,each individual source achieves a fair-share of the re-served rate and shares IN packet throughput equallyeven with di�erent levels of congestion. Clearly, fairsharing of IN-pro�le bandwidth improved the per-formance of the 
ows through the congested link.Both the aggregated sources stay within the contract-pro�le, but the second source achieved a higher band-width through the congested link than the �rst source.This is a result of managing IN-pro�le bandwidth ef-fectively by distributing it fairly among the individ-ual sources. When source 1 and source 2 compete forbandwidth on the congested link, source 2 achieveshigher share due to marking higher number of packetsIN.Figure 8 shows the results of Simulation 2. The al-gorithm 2 is more aggressive by the fact that it sends6
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(b) Algorithm 1Figure 7: Throughput comparisons with proportionalmarking and the algorithm 1more IN packets on congested links than on uncon-gested links so as to get more bandwidth in congestedlinks. Again, aggregated source 1 used proportionalmarking and aggregated source 2 used the algorithm 2.In Figure 8(a), the 
ows through congested link loosemore bandwidth than the 
ows in Figure 7(a). The
ows using the algorithm 2 in Figure 8(b) get morebandwidth than the 
ows in Figure 7(b).The algorithm 2 is more aggressive than the algo-rithm 1 in trying to meet the performance goals. Thegoal here is to achieve 0.1 Mbps for each individualsource while staying within the contract-pro�le. Ascan be seen from Figure 8(b), the new marking algo-rithm allocates more IN-pro�le bandwidth to sourcesobserving congestion than the ones that are not expe-riencing congestion. As a result, these sources claima larger share of the congested link bandwidth, ex-ceeding the individual targets of 0.1 Mbps. The 
ows
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(b) Algorithm 2Figure 8: Throughput comparison of proportionalmarking and the algorithm 2within aggregated source 1 achieve signi�cantly lessbandwidth due to proportional marking. These twoexperiments show that individual marking strategiesemployed by customers can impact each other evenwhen every source stays within the contract-pro�le.4.3 ScalabilityFrom the previous experimental results, it is clear thatthe proposed marking algorithms reduce the impact ofdi�erences in RTTs among the 
ows within an aggre-gation and achieve better throughput with the samereserved rate in congested links. However, this im-provement in throughput is caused not by improve-ment of network performance nor increase of resourcesbut by aggressive behavior of sending more IN pack-ets through the congested links. How well do thesealgorithms and allocated bene�ts scale if every sourceemployes the proposed algorithm?7



To observe the scalability of these strategies, we con-ducted two sets of simulation experiments. In the �rstset, we used the same simulation topology as in Fig-ure 6. In the second set, we added one best-e�ortaggregated source of ten individual sources. Each setconsists of three experiments. For both the aggregatedsources, we applied proportional marking in the �rstexperiment, the algorithm 1 in the second experiment,and the algorithm 2 in the third experiment in eachset.The results are presented in Figure 9. In Fig-ure 9(a), the total throughput of each experiment issimiliar to the throughputs of the others since networkresources are limited even though the proposed algo-rithms send more IN packets. Only di�erence betweenproportional marking and the proposed algorithms isthat throughput of proportional marking strategy inthe congested link is achieved by both IN and OUTpackets while throughputs of the proposed algorithmsin the congested link are achieved only by IN pack-ets. This results in di�erent performance in the ex-periments with best-e�ort 
ows. In Figure 9(b), INpacket throughput of each 
ow is protected even inthe presence of best-e�ort 
ows, but the OUT packetthroughput is reduced by best-e�ort 
ows. As a result,the new marking algorithms achieve higher through-puts through the congested link.4.4 Impact on NetworkFigure 10 shows the instantaneous queue length ofthe router on the congested link. The graph marked`Exp.1' shows the queue length when both the ag-gregated sources use proportional marking scheme,and the graph marked `Exp.2' shows the queue lengthwhen both the aggregated sources use Algorithm 1.The graph marked `Combined' shows queue lengthwhen one aggregated source uses proportionalmarkingand the other uses Algorithm 1. The graph, `Exp.1'shows that queue length is maintained between 20 and40 packets after slow-start since maximum and mini-mum thresholds for OUT packets are 20 and 40 pack-ets. The queue length in Exp.2 is much higher thanin Exp.1 because most packets sent to congested linkare marked IN. Since IN packets are con�gured withthe RED (min, max) thresholds of (40, 100), the pack-ets observe longer queue lengths (and delays) at therouter. In the combined experiment, queue lengthsagain approach Exp.1 after a burst of losses around 12seconds. Since the drop thresholds are con�gured dif-ferently for IN and OUT packets, the new marking al-gorithm resulted in larger queuing delays through thecongested path in the network. It is noted that instan-taneous queue lengths may exceed the RED thresholdssince RED uses average queue lengths.
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owsFigure 9: Impact of marking algorithms on through-put4.5 Impact on other 
ows at transienttimeIn this section, we consider the situation when usersswitch their packet marking schemes for achieving de-sired throughput and discuss the impact of markingschemes on the individual 
ows at transient time. Wedid a simple simulation with topology described inFigure 6. Aggregated source 1 uses proportionalmark-ing scheme during the whole simulated period, whileaggregated source 2 switches from proportional mark-ing to Algorithm 1 at the simulated time of 30 seconds.Traces of congestion windows (cwnds) of two indi-vidual sources sending packets on the congested linkwithin each aggregated source are presented in Fig-ure 11. During the interval from 0 to 30 seconds,cwnds of two sources are not much di�erent from eachother. During 30-42 seconds, source 2 continues in-creasing its window even though the congestion level8
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Figure 10: Queue lengths of di�erent marking algo-rithmson this link hasn't changed. The individual sources arestill TCP sources. Due to the higher service level ofthese packets (all packets marked IN), the packets arenot dropped. During this transition (until the queuelengths build up to a level where IN packets have tobe dropped), this source continues sending packets ata higher rate even though the link is congested. As aresult, cwnd of source 1 is reduced to one.5 Discussion and Related workOur simulation experiments show that: (a) Eventhough individual TCP 
ows may respond to conges-tion, this congestion avoidance backo� can be mutedby moving to next higher service level (as seen inFig. 11). (b) During such transitions, the congestionmay actually increase (as observed by increased queuelengths) even when individual 
ows respond to conges-tion (Fig. 10. (c) When employed universally, thesestrategies can result in a bidding war for resourcesas each aggregated source shifts its resources to con-gested links (by moving up the service levels) and (d)the congested links eventually settle down to servingpackets of highest service level while shutting downservice for other packets (best-e�ort 
ows in our sim-ulations, as seen in Fig. ??).Pricing [19, 20] will have an important e�ect on anumber of the above observations, speci�cally on thenature of moving up the service levels. It has beensuggested [21] that resources should be priced basedon the level of congestion to balance load evenly acrossthe network links. Network providers may employfair-sharing techniques [11, 13, 12, 15, 14, 16] to bal-ance resource utilization among competing aggregatedsources at the time of congestion. In such a case, shift-ing resources to congested links will likely have lessimpact than observed in this study.

0 10 20 30 40 50 60
0

5

10

15

20

Time (second)

c
w

n
d

 (
p

a
c
k
e

t)

(a) Source 1
0 10 20 30 40 50 60

0

5

10

15

20

Time (second)

c
w

n
d

 (
p

a
c
k
e

t)

(b) Source 2Figure 11: Congestion windows of di�erent markingalgorithmsAggregated sources also pose interesting new ques-tions. As observed in this study and by several others,aggregated sources do not behave like TCP sourceseven when all the constituent 
ows within the aggre-gation are TCP 
ows. With suggested modi�cationsto TCP [10], individual TCP 
ows will appear less re-sponsive to congestion. If the aggregated source read-justs its resources among the individual 
ows, evenwhen an individual 
ow backs o�, it is likely thatanother 
ow within the aggregation may send morepackets through the congested link. All of these is-sues point to the need for studying network bandwidthmanagement and network dynamics further.Recent work on di�-serv networks mostly dealt withindividual sources [1, 2, 3, 4, 5]. Adaptive marking toachieve throughput targets for single sources is stud-ied in [5]. Aggregation of individual tra�c sourcesand the resulting tra�c distributions have been stud-ied [17, 18]. Aggregation in the context of RSVP hasbeen studied in [7, 8, 9]. Our work looked at the prob-lem of sharing available resources (IN-pro�le band-9
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