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Abstract

Applications such as Voice over IP and video streaming require continuous network service, requiring fast failure recovery
mechanisms. Proactive failure recovery schemes have been recently proposed to improve network performance during the failure
transients. These proactive failure recovery schemes need extra infrastructural support in the form of routing table entries, extra
addresses etc. In this paper, we study if the extra infrastructure support can be exploited to build disjoint paths in those frameworks,
while keeping the lengths of the recovery paths close to those of the primary paths. Our evaluations show that it is possible to extend
the proactive failure recovery schemes to provide support for nearly-disjoint paths which can be employed in multipath routing for
load balancing and QoS.

Keywords:
Routing algorithm, Proactive failure recovery, Disjoint Multi-path, Multi-topology

1. Introduction

Applications such as Voice over IP, video streaming, are be-
ing widely used over Internet. These applications require more
continuous availability compared to the traditional data appli-
cations. Link/node failures are common in IP networks today
[1]. Traditional routing schemes compute recovery paths af-
ter detecting a failure. Routing convergence can take several
tens of seconds after a failure. During this transient time, from
the time of a failure until all the nodes have new routing ta-
bles computed, applications can observe severe disruptions in
service. This disruption of service during failure situations can
be a serious problem for continuous media applications. Sev-
eral proactive recovery schemes have been recently proposed
to reduce failure transient time [3, 4, 2]. In these schemes,
backup paths are pre-computed before a failure. The failure-
discovering router employs the backup next-hop after a failure,
until the new routing tables are computed taking the failure into
account. As a result, the fast recovery mechanisms provide an
almost instantaneous response to a failure. Proactive recovery
schemes strive to provide continuous service even during the
failure transients.

Proactive recovery schemes require additional infrastruc-
ture to provide fast recovery from failures. This additional sup-
port includes extra routing table entries, extra fields or bits in
the packet headers to indicate which links or nodes are failed,
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or extra addresses depending on the employed scheme. Also,
proactive recovery schemes may not employ some of the links
of the primary path (before the failure) in the recovery/backup
path (during the failure transient). This could result in increased
backup path lengths. Increased backup path lengths can in-
crease the load on the network which can result in unbalanced
load, and increased delay. The length of the recovery path when
compared to the length of the primary path, is a measure of suc-
cess, for these schemes. Ideally, the length of the recovery path
is not much longer than that of the primary path.

In this paper, we propose techniques for reducing the backup
path lengths without increasing the overhead in network infras-
tructure. Furthermore, we study whether the recovery paths can
be made disjoint, when possible, from the primary path. We
explore if the primary path and the recovery path can be made
disjoint, such that the additional infrastructure put in place for
failure recovery, could be used potentially for multi-path rout-
ing during normal times when no failures occur. Thus, the same
infrastructure can be utilized for two purposes, failure recov-
ery and potentially for multi-path routing when no failures are
present in the network.

We consider the problem of building recovery paths disjoint
from the primary paths while keeping the length of recovery
paths close to the length of primary paths. Also, we analyze the
cost of the proactive recovery schemes. We do not constrain the
construction of primary paths and hence any routing algorithm
can be employed to construct the primary paths. The length
of secondary paths is important for both failure recovery and
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multipath routing.
We focus on two proactive recovery schemes for our dis-

cussion here: Multiple routing configurations (MRC) [3] and
NotVia [4].We study if the those schemes for fast recovery can
be enhanced to build disjoint recovery paths in those frame-
works. To this end, we develop techniques for disjoint multi-
path computation: disjoint multiple routing configuration (D-
MRC) and disjoint NotVia (D-NotVia).

In this paper, we focus on building a secondary path, that is
disjoint or maximally disjoint from the primary path, which can
be used for recovery, load balancing, and/or QoS routing. Our
focus is on computing efficient secondary paths and not on the
schemes for utilization of secondary paths.

In this paper we make the following contributions:

• We propose algorithms for exploiting the MRC and NotVia
frameworks for the construction of disjoint paths.

• We show through evaluations that MRC and NotVia can
be enhanced to provide nearly disjoint paths with small
increment of path length.

• We show that the computed disjoint paths can be used for
multi-path routing for load balancing and QoS.

This paper is organized as follows. In section 2, we briefly
review the existing proactive recovery schemes. In section 3,
we introduce D-MRC and D-NotVia. Section 4 shows the sim-
ulation results. In section 5, we compare the different schemes.
Section 6 concludes the paper.

2. Proactive recovery Schemes

We consider a network represented by a graph G = (V, E).
In this paper, s is the source node, and d is the destination node.
i is the current node where a routing decision needs to be made.
We denote P(s, d) as a set of links on the shortest path from s
to d. Traditional shortest path routing in IP networks computes
the routing cost from s to d, C(s, d), and the next-hop node for
the route from s to d, NH(s, d).

If there is no failure in G, a packet is forwarded to the next-
hop node NH(i, d) at each node i. In proactive recovery schems,
when there is a failed link or node in G, the failure-detecting
node (adjacent to the failure) reroutes the packet to a differ-
ent next-hop node, referred to as the backup next-hop node,
NHb(i, d), in order to recover from the failure. The backup
next-hop nodes at different nodes in the network must be cho-
sen in a consistent manner to avoid routing loops. We denote
the primary next-hop node as NHp(i, d) to distinguish from re-
covery/backup next-hop nodes as NHb(i, d), at the current node
i along the path from s to d.

MRC [3] employs multiple configurations. A configura-
tion is a network topology with associated link weights. The
different configurations employed by MRC employ the same
network topology, but with different link weights. In addition
to normal routing configuration with no failures where all link
weights are the same as the link weight on original topology,

the additional backup configurations, Gk, k = 1, ...,N, are de-
signed to cover the failure of some nodes and links. In each
backup configuration, a number of links are isolated, i.e., link
weights set to infinite, to model their failure and hence not em-
ployed in routing. In addition, a link may be restricted, with
its weight set to a very large finite weight, such that this link is
used only to reach the node attached to that link. The links con-
nected to an isolated node should be either isolated or restricted
in backup configurations. The weight on a restricted link in a
backup configuration prevents forwarding to the isolated as an
intermediate node but allows losing connectivity in the backup
configuration. S k is the set of the isolated nodes in Gk, and Lk

is the set of the isolated links: link(i,N i), where i ∈ S k and
N i is the neighbor of i. Each link is isolated in at least one of

backup configurations, Gk, k = 1, ...,N. It means
N⋃

k=1
S k = V

and
N⋃

k=1
Lk = E. Every node maintains one routing table entry

corresponding to each backup configuration for every destina-
tion. If NHp(i, d) or link(i,NHp(i, d)) fails, a packet is routed
over Gk where NHp(i, d) ∈ S k or link(i,NHp(i, d)) ∈ Lk. The
indicator(k) of backup topology(Gk) over which the packet is
forwarded is carried in the header of every packet.

We can show that the cost of recovery path by backup con-
figuration is not less than the cost of the primary path.

Theorem 1. C(s, d) ≤ Ck(s, d) where C(s, d) is the routing cost
on G, and Ck(s, d) is the routing cost on Gk(k = 1, 2, ...N).

Proof. If ∀link(i,NHp(i, d)) < Lk where link(i,NHp(i, d)) ∈
P(s, d), then C(i, d) = Ck(i, d).
If ∀link(i,NHp(i, d)) ∈ Lk where link(i,NHp(i, d)) ∈ P(s, d),
then C(i, d) ≤ Ck(i, d).
Suppose link(i,NHp(i, d)) ∈ Lk where link(i,NHp(i, d)) ∈ P(s, d).
If C(i,NHp(i, d))+C(NHp(i, d), d) < C(i,NHb(i, d))+C(NHb(i, d), d),
then C(i, d) < Ck(i, d). Then, C(s, d) < Ck(s, d).
If C(i,NHp(i, d))+C(NHp(i, d), d) = C(i,NHb(i, d))+C(NHb(i, d), d),
then C(i, d) = Ck(i, d). Then, C(s, d) = Ck(s, d). �

Each configuration results in extra infrastructure support at
each node (proportional to the number of configurations, N) and
a larger number of configurations also need a larger number of
bits in the packet header (log2N + 1). In order to minimize the
number of configurations(N), greedy algorithms are employed
where as many nodes and links as possible are removed in a
single backup topology. The focus on decreasing the number of
configurations can result in longer backup paths.

Lemma 2. If S k ⊂ S l, Ck(s, d) ≤ Cl(s, d).

Proof. The proof follows from the fact the shortest paths avail-
able in the network with S k failures is a superset of the paths
available with S l. �

In Notvia [4], routers are provided additional IP addresses.
These additional addresses are used during a failure to route
around the failed link or node. NotVia has two kinds of NotVia
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Figure 1: Computing subroots in the sink and the source routing trees

addresses: one is for the recovery of link failure (we denote it
as NVlink(i, j) which is used for recovery of the link (i, j)) and
another is for the recovery of a node failure (we denote it as
NVnode(i, d) which is used for recovery of node i and whose des-
tination is d). When NVlink(i,NHp(i, d)) is used, NotVia finds
the shortest path destined to NHp(i, d) with the removal of the
failed link(i,NHp(i, d)). NVnode(NHp(i, d), d) allows finding the
shortest path from i to NHp(NHp(i, d), d) without NHp(i, d) (all
the links connected to NHp(i, d) are removed). NotVia uses tun-
neling. The node detecting the failure encapsulates the packet
with a NotVia address as a destination to route around the fail-
ure. Each NotVia address is designated for tolerating an indi-
vidual failure and the routing tables are computed accordingly
to route packets destined to these NotVia addresses, ahead of
time. However, NotVia increases the path length due to the in-
creased hop count between the failure detecting node and the
next-hop of the failure detecting node on the primary path.

Theorem 3. C(s, d) ≤ CNV (s, d) where C(s, d) is the routing
cost on G, and CNV (s, d) is the routing cost of the routing with
the NotVia address.

Proof. The path from s to d with NVlink(s,NHp(s, d)) removes
link(s,NHp(s, d)). Removing the links on the primary path
makes, C(s,NHp(s, d)) ≤ C(s,NVlink(s,NHp(s, d))).
As a result, C(s, d) ≤ CNV (s, d).
The path from s to d with NVnode(NHp(s, d), d) removes
link(s,NHp(s, d)) and link(NHp(s, d),NHp(NHp(s, d), d)). Re-
moving the links on the primary path makes,
C(s,NHp(NHp(s, d))) ≤ C(s,NVnode(NHp(s, d), d)).
As a result, C(s, d) ≤ CNV (s, d). �

Moreover, the backup path is not disjoint with the primary
path because the packet is expected to continue on the primary
path after reaching the NotVia address.

Both MRC and NotVia precompute backup routing tables at
each node based on available topology information which can
be obtained through link-state routing algorithms.

3. Building disjoint paths using existing proactive recovery
schemes

As mentioned in introduction, our approach does not con-
strain the construction of primary paths, unlike other approaches
that try to construct a pair of shortest disjoint paths simultane-
ously [22]. Disjoint path routing with the augmented cycles
also could not use the shortest primary path [21]. We compute
and build disjoint paths using the same infrastrucure that is put
in place for failure recovery.

The simplest method to construct a secondary path is to
find the shortest path after removing the primary path. How-
ever, these algorithms, while useful for source routing, can be
very expensive in terms of the required infrastructure support
for hop-by-hop routing.

In this paper, we define disjointness as follows (similar to
the novelty measure in [15]). Let Pprimary = {(s, p1), (p1, p2), ...,
(pn, d)} be denoted as a set of links on the primary path con-
structed by the routing scheme. Let Pbackup = {(s, b1), (b1, b2), ...,
(bn, d)} be denoted as a set of links on the backup path. The dis-
jointness of the backup path with respect to the primary path is
measured as

dis jointness = 1 −
|Pprimary ∩ Pbackup|

|Pprimary|
(1)

We also define stretch of backup as the ratio of the path length
of Pprimary to the path length of Pbackup.

stretch =
|Pbackup|

|Pprimary|
(2)

We try to construct backup/recovery paths whose disjoint-
ness is as close to 1 as possible, while keeping path stretch as
small as possible. We measure the success of the failure recov-
ery schemes based on these two measures of disjointness and
stretch. We also compare the necessary infrastructure support
of the different schemes.
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In a routing tree, the children of the root are called subroots.
The trees rooted at the subroots are called subtrees in this pa-
per. We denote subrootsnk(s, d) which is the subroot of s in the
sink routing tree destined to d. (figure 1(a)). We also denote
subrootsrc(s, d) which is the subroot of d in the source routing
tree rooted at s. (figure 1(b)). We assume that sink and source
routing tree are symmetric.

d

s
i

j

Primary path Backup path

Figure 2: Disjoint path forwarding from s to d

For a disjoint path, the routing protocol should forward the
packet to a different subtree in the sink routing tree, as shown in
figure 2. (NHb(i, d) = j, and j < subtree rooted from subrootsnk

(s, d)). Once the packet reaches a different subtree, the packet
can be forwarded along its primary path (from j to d in figure
2.). However, there are sometimes no neighbor nodes in the
other subtrees. In such a case, the routing protocol should for-
ward to a node in the same subtree, but one that is not used in
the primary path (NHb(s, d) = i and i ∈ subtree rooted from
subrootsrc (s, d)). The constructed secondary path can be used
both during a failure (that it is designed to tolerate) and as a
disjoint path during normal operation with no failures.

In OSPF and IS-IS routing algorithms, the source routing
trees are computed for routing tables. The subrootsrc(i, d) and
subrootsnk(i, d) are computed from the existing source routing
trees. Each node computes subrootsrc(N i, d) and subrootsnk(N i,
d) from the source routing trees of its neighbor nodes (N i) or the
neighbor nodes can communicate their subrootsrc(N i,D) and
subrootsnk(N i,D) with each other.

3.1. D-MRC
Links and nodes can be isolated or restricted in backup

configuration in MRC. Packets cannot be routed through an
isolated node to another node in a backup configuration. The
links connected with the isolated node are either isolated or re-
stricted. The isolated link never delivers packets. For this pur-
pose, the link weight of the isolated link is set to infinite. To
prevent the last hop problem [3], the restricted link could de-
liver only the packets headed to the isolated node. The weight
of the restricted link is set as a very high value (e.g., at least the
sum of the weights of all the links in [3]).

Algorithm 1 D-MRC
p← 0
S ← ∅ {S is isolated nodes in all configurations}
R← ∅ {R is restricted nodes in all configurations}
while N(S ) < N(V) do

p + +

Gp ← G {Gp is the graph in configuration p}
S p ← ∅ {S p is isolated nodes in configuration p}
for all vi ∈ V do

for all v j ∈ Nvi do
wp(vi, v j)← wp(vi, v j) +

(RD(vi,v j))
maxk∈Nvi RD(vi,k) W

{adding to weight proportional to the routing density}
end for
if vi < S then

if div(vi)=FALSE &N(S p) < Max.Iso then
C ← ∅
for all v j ∈ Nvi do

if v j < R then
C ← C ∪ v j

wp(vi, v j)← ∞ {isolated link}
end if

end for
vR = arg minvk∈C RD (vi, vk)
R← R ∪ vR

wp(vi, vR)← 2W {restricted link}
S p ← S p ∪ vi

end if
end if

end for
S ← S ∪ S p

end while

D-MRC is developed based on MRC [3] to enhance dis-
jointness and to reduce stretch. In order to compute disjoint or
maximally disjoint backup paths whose stretch is close to 1 in
the MRC framework, we employ the following ideas.

We choose the set of isolated and restricted nodes/links in
each backup configuration carefully. We restrict the maximum
number of isolated nodes (Max.Iso) in a single backup config-
uration. This is expected to potentially provide shorter backup
paths while keeping the number of backup configurations from
getting too large. In contrast to this idea, MRC [3] is a greedy
algorithm to minimize the number of backup configurations.
As a result, the early computed backup configurations have a
tendency to have more isolated nodes than the later computed
backup configurations. A large number of isolated nodes could
result in large path lengths in a single backup configuration. We
try to distribute the number of isolated nodes evenly through
all the backup configurations such that the backup paths are
smaller in length.

The neighbor nodes of the isolated node play a key role in
the construction of a disjoint path and keeping the path lengths
short in backup configurations. Since an isolated node can only
receive (or send sometimes) packets via the restricted link, the
neighbor node of the isolated node, connected with this re-
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Figure 3: D-MRC forwarding

stricted link, carries all of the traffic of the isolated node in the
backup configuration. Hence, it is important to choose this node
carefully (termed restricted node here).

RD(i, j) =
∑

d={v∈V−{i}}
rd j (d)

rd j(d) =

{
1 NHp(i, d) = j
0 otherwise

(3)

We define routing density(RD(i, j)) as the number of times a
neighbor node (node j ∈ N i) is selected as the next-hop of node
i to all destinations in normal routing. Routing density is com-
puted using the entries of the routing table for the primary path.

The node which has the lowest routing density is selected
as the restricted node. It is expected that since this node is used
the least number of times in the primary paths, by making it the
only option for routing to the isolated node in a backup config-
uration, the set of paths used in the backup configuration will
be very likely different from the set of paths used in the primary
configuration.

In order to facilitate this idea, we add to the link weights,
in backup topologies, a weight proportional to the routing den-
sity as shown in (4). This particular weight function retains the
restrictions on routing to the isolated nodes.

w(i, j) = w(i, j) +
(RD j)

maxk∈N i RDk W (4)

where w(i, j) is the link weight of link(i, j) and W =
∑

(i, j)∈E
w(i, j).

The construction of backup topologies is given in algorithm
1 as a pseudo code. In algorithm 1, div(i) is the function to
check if isolating node i leaves the graph disconnected, and
N(s) is the number of elements in S .

In each configuration, we find isolated nodes and restricted
nodes until a maximum of Max.Iso nodes. Based on the de-
cision on isolated/restricted node/link in the configuration, the
new link weight is assigned. We find a sufficient number of con-
figurations to cover the failure of all the nodes and links. These
modifications of limiting the number of isolated/restricted nodes,
the choice of restricted nodes based on routing density and the
modified link weights in the different configurations are ex-
pected to yield shorter, more disjoint paths than in [3].

We employ two fields in the packet header to enable packet
forwarding. Backup topology indicator (BTI) field indicates
which topology is being used for forwarding this packet. If
BTI is 0, the packets are forwarded to NHp(i, d). Otherwise,
the packets are forwarded to NHb(i, d) indicated by BTI. The
switching number (SN) field indicates how many times a backup
topology is switched while this packet has been forwarded. D-
MRC allows switching topologies multiple times to increase
the chance of creating a disjoint path from the primary path. In
order to avoid potential loops in routing, the number of backup
topologies utilized in routing a packet is limited to maximum
switching number (MSN).

Every backup configuration is a connected graph. In a sin-
gle backup configuration, routing on any given backup topology
guarantees the delivery of a packet to the destination without a
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Figure 4: Examples of D-NotVia

routing loop. Multiple backup topologies may be employed to
increase the disjointness of the backup path with the primary
path. However, when a packet is switched among multiple
backup topologies, routing loops can occur and this is the rea-
son for limiting the MSN such that the packet can be eventually
delivered. For constructing a disjoint path, we use an alternate
topology if the NH(i, d) are identical in the primary configu-
ration and the current configuration that is being employed for
routing. In addition, if BTI is not 0, but subrootsnk(i, d) is dif-
ferent from subrootsnk(NHb(i, d), d), BTI is changed to 0, and
the packet is forwarded to NHp(i, d).

The state diagram in figure 3 shows the steps that are taken
in a node’s forwarding process. First, packets that are not af-
fected by the failure are forwarded to primary next hop. Special
steps are only taken for packets that would be forwarded along
a backup path (BTI,0).

3.2. D-NotVia

We denote the source node as s, the destination node as d,
and subrootsnk(s, d) as d′. dist(s, d) is hop count of the shortest
path between s and d. We assume the minimum node degree in
the topology is 2, guaranteeing at least two link-disjoint paths
for any source-destination pair.

For constructing a disjoint path, D-NotVia uses NVlink(d′, d)
or NVnode(d′, d) first. NVlink(d′, d) or NVnode(d′, d) guarantees
the disjoint path if dist(s, d) ≤ 2

Theorem 4. If dist(s, d) is 1, NVlink(d′, d) guarantees a disjoint

path (case 1 in figure 4(a)). If dist(s, d) is 2, NVnode(d′, d) guar-
antees a disjoint path (case 2 figure 4(b)).

Proof. If dist(s, d) is 1 or 2, NVlink(d′, d) and NVnode(d′, d) re-
move all the links on the primary path. As a result, the backup
path using NVlink(d′, d) and NVnode(d′, d) never uses the links
on the primary path and hence a disjoint path is constructed. �

If dist(s, d) is greater than 2, NVnode(d′, d) is used, but it
does not guarantee a disjoint path.

The case 3 in figure 4(c) finds a disjoint path, but the case 4
in figure 4(d) fails to find a disjoint path with this method. The
failed case forwards to the node in the same tree which is used
in the primary path.

Alternatively, when NVnode(d′, d) fails to find a disjoint path,
we find an intermediate node (node I) whose primary path to
destination d does not intersect the primary path from source
s to d. We use node I as a stepping stone router for creating
a backup disjoint path between s and d. To deliver packets to
node I, we use NotVia addresses. After the packet reaches node
I, the primary path to the destination is used from I. The ques-
tions are how to find such a node I and how to guarantee the
path between the source node s and node I to be disjoint from
the primary path from source to the destination.

For each s-d pair, define:

• Isnk(s, d) : the nodes in subtrees which do not contain s
in the sink routing tree destined to d

• Isrc(s, d) : the nodes in subtrees which do not contain d
in the source routing tree rooted from s
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Forwarding to I ∈ Isrc(s, d) detours the failed link and guar-
antees the first hop of the backup path is different from the first
hop of the primary path. Forwarding from I ∈ Isnk(s, d) to d
uses nodes in a different subtree in the sink routing tree. So, the
path from I ∈ Isnk(s, d) to d will be disjoint with the primary
path.

The nodes in intersection of Isnk(s, d) and Isrc(s, d) are can-
didates for node I.

Theorem 5. Forwarding along the primary path from s to I
and the primary path I to d constructs a disjoint path from s to
d, when I belongs to the intersection of Isnk(s, d) and Isrc(s, d).

Proof. Since I ∈ Isnk(s, d), it guarantees that the primary path
from I ∈ Isnk(s, d) to d is disjoint from the path from s to d
(figure 5(b)). Since I ∈ Isrc(s, d), it guarantees that the first hop
of the primary path from s to I is not a common link with the
primary path from s to d (figure 5(a)).�

If candidates for node I exist, i.e., the intersection is not
null, I whose dist(s, I) + dist(I, d) is the shortest is selected
node I in order to decrease the backup path length. To forward
from s to I, NVnode(I′′, I) is used, where I′′ is the neighbor node
of I, but is not I′ (I′ = subrootsnk(s, I)). Case 5 in Fig 4(e) is an
example of finding I.

If the intersection of Isnk(s, d) and Isrc(s, d) is null, it means
the first hop of the primary path from s to I ∈ Isnk(s, d) is a
common link with the primary path from s to d. In this case,
NVnode(subrootsnk(s, I), I ∈ Isnk(s, d)) is searched to find node
I.

If forwarding by NVnode(subrootsnk(s, I), I ∈ Isnk(s, d)) does
not use the first-hop of the primary path from s to d, I is selected
as node I, and then we use NVnode(I′, I) where I′ is subrootsnk(s, I).
In case 6 in Fig 4(f), the primary path from s to I fails to make
a disjoint path, but the path computed by NVnode(I′, I) succeeds
in finding a disjoint path.

If we cannot find a node I, NVnode(NHp(s, d), d) is used to
create the backup path (which may not be completely disjoint
from the primary path).

The strength of D-NotVia is

1. The forwarding method to the intermediate node is sim-
pler than D-MRC

2. The complexity of the scheme for computing the disjoint
path is less than the existing complexity of computing
routing table entries for NotVia addresses.

3.3. Overhead analysis

In this section, we analyze the complexity of the proposed
schemes.

3.3.1. Computational overhead
The complexity of computing the source routing tree is

O(Vlog(V) + E).
D-MRC computes backup topologies with complexity O(NδV2)

where N is the number of backup topologies, and δ is the node
density. After that, all nodes compute the backup paths in all
topologies with complexity NVO(Vlog(V)+E). As a result, the
computational overhead of D-MRC is O(NδV2)+NVO(Vlog(V)+
E), where δ is the maximum node density.

NotVia computes the routing trees for all NotVia addresses.
Its complexity is (V2 + E)O(Vlog(V) + E). The complexity of
finding the intersection of Isnk and Isrc is O(Vlog(V)). As a re-
sult, the computational overhead of D-NotVia is (V2+E)O(Vlog(V)+
E).

3.3.2. Memory overhead
In D-MRC, the number of entries in the routing table is

proportional to the number of backup topologies, for a total
of O(NV) at each node. In addition, D-MRC has to maintain
information about the topology in which a node is isolated.

In D-NotVia, the number of additional entries in the routing
table is proportional to the number of NotVia addresses, O(V2 +

E). In addition, D-NotVia should have information about which
NotVia address corresponds to which link or node failure.
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3.3.3. Packet overhead
In D-MRC, BTI (2-4 bits), and SN (2 bits) are required.
In D-NotVia, packet encapsulation is employed to redirect

packets to NotVia addresses. Even though this does not require
additional fields in the packet headers, packet payloads need to
be smaller to avoid fragmentation after encapsulation.

4. Evaluation

We evaluate the different schemes for simultaneous failure
recovery and disjoint-path routing in this section. We employ a
number of network topologies in our study. The networks used
for this evaluation are COST 239 (11 nodes, 26 links), GEANT
(19 nodes, 29 links), NSF (14 nodes, 22 links), DARPA (20
nodes, 32 links), and Tiscali (40 nodes, 67 links) networks [7].

4.1. Computing Disjoint Paths

The number of backup topologies required for D-MRC is
compared to MRC [3] in Table 1. The maximum number of the
isolated nodes in a single backup topology is 3 for COST239,
GEANT, and NSF, and 4 for DARPA and Tiscali. D-MRC re-
quires more backup topologies compared to MRC. It is because
of the restriction of the maximum number of the isolated nodes
in a single backup topology.

Table 1: The number of backup topologies
COST239 GEANT NSF DARPA Tiscali

MRC 3 6 4 5 7
D-MRC 6 8 6 6 15

With the pre-computed backup topologies, we evaluate path
stretch based on the average length of the backup paths and
disjointness for all the source-destination pairs in the networks.
Path length is measured by the number of hops from the source
to destination. The backup paths are computed by MRC [3],
D-MRC (MSN=1), D-MRC (MSN=3), NotVia [4], D-NotVia,
and OPT. To compute the disjoint path with MRC and NotVia,
the first hop of the primary path is regarded as the failed link.
We also show the results for optimal disjoint path computation
OPT (computed by removing all the links of the primary path
for each source-destination pair) for comparison purposes.

The results of creating disjoint paths using MRC and NotVia
are shown in figure 6 and figure 7. D-MRC achieves similar dis-
jointness to MRC. However, D-MRC has much lower stretch
cost. When we allow multiple backup topology switching to be
used for creating a disjoint backup path, we see an improve-
ment in disjointness of backup paths, at the cost of slightly
longer paths. It is also observed that nearly 100% of the time
disjoint backup paths can be created using D-MRC in all the
networks. In the networks such as COST239 and NSF network
which have higher node degree, disjointness of the backup paths
is very close to 1. In the remaining networks, allowing multiple
backup topologies to be employed in constructing the backup
path improves disjointness without significantly increasing the
backup path length.
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Figure 6: Stretch of the secondary path.
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Figure 7: Disjointness of the secondary path.

The disjointness of NotVia is poor because it uses primary
path after forwarding to the first hop of the primary path. In
D-NotVia, the source node selects NotVia address consider-
ing the disjointness of the backup path, so it improves disjoint-
ness compared to NotVia. D-NotVia shows similar disjointness
to D-MRC. D-NotVia has smaller stretch on average than D-
MRC, because it uses the primary path after forwarding to the
node destined with NotVia address.

It is also observed that the stretches for D-MRC and D-
Notvia schemes are not much larger than that of the optimal
OPT scheme. In some networks, D-NotVia and D-MRC show
smaller stretch than OPT because their disjointness is not 1 for
all the backup paths.

4.2. Applying multipath routing

In this section, we show the utility of computed disjoint
paths by considering multipath routing. We apply the disjoint
multipath routing DEFT [8] in order to exam how well the dis-
joint multipath contributes to load balancing. DEFT assigns
flows to next-hops with the probabilities that decrease exponen-
tially with the extra length of the path compared to the shortest
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path.
We consider hot source and hot sink scenarios. Traffic de-

mands from a single source are doubled, while the others are not
changed in the hot source scenario. Similarly, traffic demands
to a single sink are doubled, while the others are not changed in
the hot sink scenario.

The given traffic demands are computed until the link uti-
lizations are between 0.4 and 0.6 with single path routing. Dur-
ing the simulation, only one node can be selected as hot source
or hot sink with a probability of 1/V at a time.

We compare DEFT with the computed maximally disjoint
paths (using D-MRC and D-NotVia) to OSPF with a single
route. We employ average link cost and the maximum link uti-
lization as metrics for evaluation. Link cost function (ϕ) given
in [9] is employed with the utilization of link (i, j), u(i, j).

ϕ′(i, j) =



1 f or 0 ≤ u(i, j) < 1/3
3 f or 1/3 ≤ u(i, j) < 2/3

10 f or 2/3 ≤ u(i, j) < 9/10
70 f or 9/10 ≤ u(i, j) < 1
500 f or 1 ≤ u(i, j) < 11/10

5000 f or 11/10 ≤ u(i, j)
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Figure 10: Average link cost in hot sink senario.
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Figure 11: Maximum link utilization in hot sink senario.

Single path routing shows the highest average link cost and
maximum link utilization. D-MRC has lower average link cost
and lower maximum utilization than single path but higher than
OPT. The average link cost and maximum utilization of D-
NotVia multi-path routing is very close to that of OPT with
multi-path routing.

We apply the shortest-widest path routing [24] in order to
examine how well the computed disjoint multipath contributes
to improving QoS. The shortest-widest path finds feasible paths
with the largest available bandwidth. If there are several paths,
the path with the minimum hop count is selected. In this simu-
lation, the shortest-widest path routing measures the minimum
available bandwidth of the primary path. If the measured band-
width is greater than the required bandwidth, the primary path
is used. When the available bandwidth of the primary path is
less than the required bandwidth, the shortest-widest path rout-
ing measures the available bandwidth of the alternative path.
If the measured bandwidth is greater than the required band-
width, the alternative path is used. If both paths cannot provide
the required bandwidth, the flow or call is blocked or dropped.
We measure the end-to-end delay, the fraction of the time pri-
mary/secondary path is selected, and the percentage of calls
blocked.
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Figure 13: Path selection probability in NSF network

As shown figure. 12, the end-to-end delay is high in MRC
and NotVia due to high stretch. D-MRC and D-NotVia have
lower end-to-end delay than MRC and NotVia due to lower
stretch. The end-to-end delay of OPT is the best.

As shown figure. 13 and 14, the fraction of time alterna-
tive path is chosen is high in the proposed scheme and OPT.
Also, figure. 15 shows that the percentage of blocked calls is
lower in D-MRC, D-NotVia and OPT. It is observed that higher
disjointness of alternative path results in choosing the alterna-
tive path successfully more often and reduces the call blocking
probability.

4.3. Failure recovery

In this section, we measure the average length of recov-
ery paths against link/node failures. We use the backup paths
constructed in D-MRC and D-Notvia for tolerating failures and
compare them against the failure recovery paths constructed in
MRC and NotVia. We consider all source-destination pairs and
all link/node failures. We count only the cases where the failed
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Figure 14: Path selection probability in DARPA network
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Figure 15: Call blocking probability

link/node is used in the primary path. The results of this com-
parison are shown in figure 16. It is observed that D-NotVia has
lower stretch than NotVia except in GEANT and Tiscali net-
works. D-MRC has lower stretch than MRC because it selects
the failed nodes in backup configurations carefully and since D-
MRC employs more topologies ( shown in Table 1). D-NotVia
has lower stretch than D-MRC.

We have shown that the proposed algorithms for construct-
ing disjoint paths in MRC and NotVia frameworks can build
secondary paths that are nearly disjoint with the primary paths
while providing secondary paths that are close to optimal (stretch
similar to OPT). We have shown that the constructed disjoint
paths can be used with multipath routing algorithms to dif-
fuse traffic hot spots to reduce maximum link utilizations. The
constructed disjoint paths can be used for fast recovery from
link/node failures with small stretch until the routing tables are
recomputed taking the failures into account.
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5. Related work

Multi-topology framework is investigated in [10]. Based on
this framework, several QoS and failure recovery routings are
proposed. QoS routing based on multi-topology is studied in
[11]. In this scheme, the packet is delivered on different topolo-
gies according to priority. Failure recovery is not considered in
their work. Schemes for load-balancing after proactive failure
recovery are proposed in [12] and [13]. In these approaches,
traffic engineering is applied to alternate topologies. rMRC, a
scheme for increasing the diversity of backup topologies with
no isolated links, but only restriced links, is proposed in [14].
These approaches based on [3] improve load balance and path
selection diversity for failure recovery, but the disjointness of
alternative paths is worse and stretch is higher than D-MRC,
because they do not consider disjointness of paths. [19]

Path splicing [15] provides multi-path routing through source
level control of derouting a packet from the primary path. In
path splicing, the link weight is randomly changed to improve
the path disjointness, which is shown to vary from 20% to 100%.

Compared to Path splicing, D-MRC and D-NotVia achieve higher
disjointness of alternate paths. Red-blue tree construction [16]
is proposed for disjoint multi-path routing. While this approach
provides disjoint paths, the primary path may not be the short-
est cost path and hence may result in providing higher cost even
when no failures exist. A failure recovery scheme, using dis-
joint paths of coloring trees, is proposed in [17, 18]. Red-blue
tree construction provides maximaly disjoint paths, but does not
provide shortest primary paths.

LFA [2] is light-weight failure recovery scheme, but LFA
does not guarantee a disjoint path from the primary path. Ad-
ditional conditions can guarantee a disjoint path [19], but LFA
next hop does not always exist at a node to all the destinations.
According to an analysis on real ISP topologies, over 40% links
and nodes are not protected by LFA [5].

Classical algorithms for computing disjoint backup paths
remove or reverse links along the primary path. This approach
has high complexity and is hard to implement in the manner
of hop-by-hop routing. Disjoint path routing schemes are pro-
posed in [21] and [22]. However, these schemes constrain the
construction of the primary path, hence cannot work with the
currently used routing protocols.

The idea of using node I in D-NotVia is similar to [6]. How-
ever, only 40% of the time the intermediate nodes are employed
in our approach instead of 100% of the time in steeping stone
routing. In addition, the NotVia infrastructure provides for de-
capsulation at the network layer.

The current paper builds on our earlier work [20] where we
propose D-MRC and D-NotVia. The current paper provides a
more rigorous description of the algorithm and more exhaustive
evaluation of the approach, including the benefits of multi-path
routing over the computed disjoint paths.

MADSWIP[23] provides maximally disjoint paths. Since
this approach is based on [22], it constrains the computation
of the primary path. Our work here tries to utilize MRC and
NotVia frameworks for computing maximally disjoint secondary
path without constraining the computation of the primary path.

6. Conclusion

In this paper we investigated the potential for providing dis-
joint paths utilizing the same infrastructure that may be pro-
vided for proactive failure recovery. We proposed D-MRC and
D-NotVia to provide backup paths with small path stretch and
disjointness close to 1. Our work has shown that it is possible
to provide nearly disjoint backup paths utilizing the fast fail-
ure recovery mechanisms MRC and NotVia. We also show that
the disjoint backup paths can be used for multipath path rout-
ing to enhance load balancing. D-NotVia is slightly better than
D-MRC in terms of stretch and disjointness. As a result, D-
NotVia shows better performance in QoS and load balancing
than D-MRC. However, overhead of D-NotVia is higher than
D-MRC.
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