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SourcesSources

?? The The BiBaBiBa OneOne--Time Signature and Broadcast Time Signature and Broadcast 
Authentication ProtocolAuthentication Protocol by Adrian by Adrian PerrigPerrig

?? Key Management for Encrypted BroadcastKey Management for Encrypted Broadcast
by by AvishaiAvishai WoolWool



Secure BroadcastingSecure Broadcasting

?? RequirementsRequirements
§§ AuthenticationAuthentication
§§ PrivacyPrivacy

?? ChallengesChallenges
§§ ScalabilityScalability
§§ FlexibilityFlexibility
§§ EfficiencyEfficiency



Secure Broadcasting UsesSecure Broadcasting Uses

?? Wireless DomainWireless Domain
?? Audio/Video ConferencingAudio/Video Conferencing
?? News/Stock TickersNews/Stock Tickers
?? Satellite/Cable TV DeliverySatellite/Cable TV Delivery



Wireless DomainWireless Domain

?? Broadcast by virtue of being wirelessBroadcast by virtue of being wireless
?? Usually one/few “intended” receiversUsually one/few “intended” receivers
?? Often similar to wired caseOften similar to wired case
?? ProblemsProblems
§§ Dynamic NatureDynamic Nature
§§ Limited ResourcesLimited Resources
§§ Higher error rateHigher error rate



Audio/Video ConferencingAudio/Video Conferencing

?? Usually “broadcast” for convenienceUsually “broadcast” for convenience
?? Only certain “intended” recipientsOnly certain “intended” recipients
?? Typically more of multicast caseTypically more of multicast case
?? Efficiency required for qualityEfficiency required for quality



News/Stock TickersNews/Stock Tickers

?? Data usually not encryptedData usually not encrypted
?? Authentication is keyAuthentication is key
?? “Man“Man--inin--thethe--middle” and impersonation middle” and impersonation 

attacks are most serious problemsattacks are most serious problems



Satellite/Cable TV DeliverySatellite/Cable TV Delivery

?? All channels are broadcastAll channels are broadcast
?? Subscribed Customers Subscribed Customers –– Subscribed DataSubscribed Data
?? Similar adversaries to standard Similar adversaries to standard 

cryptography (known plaincryptography (known plain--text, text, 
compromised node)compromised node)



Secure Broadcasting UsesSecure Broadcasting Uses

?? Wireless DomainWireless Domain
?? Audio/Video ConferencingAudio/Video Conferencing
?? News/Stock TickersNews/Stock Tickers
?? Satellite/Cable TV DeliverySatellite/Cable TV Delivery



BiBaBiBa Broadcast AuthenticationBroadcast Authentication

?? ChallengesChallenges
§§ Efficient generation and verificationEfficient generation and verification
§§ RealReal--time/instant authenticationtime/instant authentication
§§ Individual message authenticationIndividual message authentication
§§ Robustness to packet lossRobustness to packet loss
§§ ScalabilityScalability
§§ Small size of authentication informationSmall size of authentication information



BiBaBiBa –– Bins and BallsBins and Balls

?? Sender generates list of Sender generates list of SEALsSEALs
?? h = h = H(mH(m))
?? GGhh(s(s11)…)…GGhh(s(stt))
?? Finds collision whereFinds collision where

GGhh(s(sii) = ) = GGhh(s(sjj) and ) and ssii ≠≠ ssjj

?? Signature is (Signature is (ssii , , ssjj))



Bins and BallsBins and Balls



BiBaBiBa SecuritySecurity

?? Sender knows lots of Sender knows lots of SEALsSEALs
?? Adversary knows only the disclosed Adversary knows only the disclosed SEALsSEALs
?? Increase SecurityIncrease Security
§§ More collisionsMore collisions
§§ Larger collisionsLarger collisions



BiBaBiBa SecuritySecurity



SEALsSEALs

?? Limited number of active disclosed Limited number of active disclosed SEALsSEALs
?? SEALsSEALs generated using PRFgenerated using PRF
?? OneOne--way SEAL chainsway SEAL chains
?? Seed is timeSeed is time--basedbased



SEAL GenerationSEAL Generation



BiBaBiBa PerformancePerformance

?? vs. vs. OpenSSLOpenSSL 10241024--bit RSAbit RSA
§§ Generation of Generation of BiBaBiBa signature is 5x fastersignature is 5x faster
§§ Verification of Verification of BiBaBiBa signature is 20x fastersignature is 20x faster
§§ BiBaBiBa is easily parallelizedis easily parallelized



Secure Broadcasting UsesSecure Broadcasting Uses

?? Wireless DomainWireless Domain
?? Audio/Video ConferencingAudio/Video Conferencing
?? News/Stock TickersNews/Stock Tickers
?? Satellite/Cable TV DeliverySatellite/Cable TV Delivery



TV BroadcastingTV Broadcasting

?? ChallengesChallenges
§§ FlexibilityFlexibility
§§ SecuritySecurity
§§ Hardware Limitations Hardware Limitations –– RAM and CPURAM and CPU
§§ Adversarial ConsiderationsAdversarial Considerations



TerminologyTerminology

?? STT STT –– setset--top terminals, smarttop terminals, smart--chipchip
§§ Very limited secure RAMVery limited secure RAM
§§ Possibly limited CPU powerPossibly limited CPU power

?? HeadHead--endend
§§ Broadcasts the dataBroadcasts the data
§§ Large Processing PowerLarge Processing Power

?? Bandwidth is preciousBandwidth is precious



Key ManagementKey Management

?? Establishment KeyEstablishment Key
?? Periodic KeyPeriodic Key
?? Individual Program KeyIndividual Program Key

?? Broadcast DistributionBroadcast Distribution
?? Uplink DistributionUplink Distribution



Current TechnologyCurrent Technology

?? Bit VectorBit Vector
§§ All programs use same keyAll programs use same key
§§ Bit Vector determines what can be seenBit Vector determines what can be seen
§§ Good FlexibilityGood Flexibility
§§ Easy to breakEasy to break
§§ Bit Vector must be stored in secure memory Bit Vector must be stored in secure memory 

(limits scalability)(limits scalability)



Current TechnologyCurrent Technology

?? Block by BlockBlock by Block
§§ n n disjoint blocks each with different keydisjoint blocks each with different key
§§ Better security, worse flexibilityBetter security, worse flexibility
§§ Higher overheadHigher overhead



ExtHeaderExtHeader SchemeScheme

?? Header for each packageHeader for each package
?? EEss algorithm can be stronger that algorithm can be stronger that EncEncKK

?? Overhead problemOverhead problem
?? Bandwidth vs. Allowable DelayBandwidth vs. Allowable Delay



Improving Improving ExtHeaderExtHeader

?? Additional STT memoryAdditional STT memory
?? Cache encrypted keysCache encrypted keys
?? Supplemental channel for header Supplemental channel for header 

transmissiontransmission



VspaceVspace SchemeScheme

?? nn bit CID pbit CID p
?? k k bit encryption keybit encryption key
?? Sender has Sender has k x nk x n matrix matrix MM
?? k > nk > n, , nn linearly independent columnslinearly independent columns
?? Key(pKey(p) = ) = MM*p*p



Linear Subspace ParadigmLinear Subspace Paradigm

?? Alice has Key(pAlice has Key(p11) and Key(p) and Key(p22))
?? Key(pKey(p11) ) ⊕⊕ Key(pKey(p22) = Key(p) = Key(p11 ⊕⊕ pp22))
?? Program sets are linear subspacesProgram sets are linear subspaces
?? Flexibility Flexibility –– packages are of size 2packages are of size 2nn--11
?? CID p = 0 for network channelsCID p = 0 for network channels



Receiver SideReceiver Side

?? rr dimensional subspace of dimensional subspace of MM is is UU
?? UU has basis has basis BB

BxBx = p,     = p,     for some for some xx

?? Can be solved with BCan be solved with B--11

?? KK contains the key datacontains the key data
KK = = MBMB



Receiver SideReceiver Side

Dec Dec = = KxKx = = MBxMBx = = Mp Mp = = Key(pKey(p))
Since Since xx = = BB--11pp
DD==KBKB--11

Then Dec = Then Dec = DD*p*p



Creating CIDs and PackagesCreating CIDs and Packages

?? Packages use Hierarchal structurePackages use Hierarchal structure



Tree SchemeTree Scheme

?? Similar to Huffman CodesSimilar to Huffman Codes
?? Binary Tree of Hash valuesBinary Tree of Hash values

Key(pKey(p) = H) = Hp1p1(H(Hp2p2(…(…HHpnpn(m(m)…)))…))

?? Program sets are given using subProgram sets are given using sub--treestrees
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Appendix: EvaluationAppendix: Evaluation

?? TamperTamper--ProofProof
§§ ExtHeaderExtHeader –– several copies of the same keyseveral copies of the same key
§§ VspaceVspace –– could exploit linearitycould exploit linearity
§§ Tree Tree –– known plaintext on video streamknown plaintext on video stream

?? NonNon--TamperTamper--ProofProof
§§ ExtHeaderExtHeader –– Covering Covering algoalgo resistant to known plaintextresistant to known plaintext
§§ VspaceVspace –– multiple multiple STTsSTTs could allow for determining the could allow for determining the 

parent subspaceparent subspace
§§ Tree Tree –– Inefficient to merge multiple entitlementsInefficient to merge multiple entitlements


