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Covert Channels

Eh Objective:
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To transmit hidden information from a
source to a destination using
“unconventional” means such that the
presence of the communication is

not easily detectable, and
not interfered with

Electrical Engineering, Texas A& M University




8-

Covert Channels
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Classes of Covert Communications

m Computer-Oriented

m Due to vulnerabilities in
software or operating COMPUTER-ORIENTED

Eh system +
NETWORK-ENABLED
m Network-Enabled N

m EXxploits format and structure MEDIA-BASED
of protocols and algorithms
for networked
communications

m Media-Based

m Hides information by taking
advantage of limited range
of human perception
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Characteristics of Covert Channels
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Examples of Covert Channels

Eh m Timing Channels: start-time or duration
of a process is used to communicate
iInformation to recipient parties who can
observe such resources

m Storage Channels: modulation of storage
resources such as disk space and media
files to embed information later retrieved
by recipient parties
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i Covert Communications Vvs.

Encrypted Communications

m Encryption
m Scrambles transmitted content so it is unintelligible

m Communicating parties are known
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i Covert Communications vs.

Encrypted Communications

Eh m Covert Communications

m Existence of communications is unknown
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What can Covert Channels
Accomplish?

Eh m Allow information transfer over an
unintentionally created communication
channel
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Virtual Spectrum™

m Chinook
S Communications

Eh m Adds digital BW to
“ existing NTSC analog

———— channels
m Up to 6Mbps per
M channel
- . m Can embed MPEG-2
u_ o ! data stream into
! analog TV channels

CABLE

COMPANY n_
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What can Covert Channels
Accomplish? (contd)

Eh m Data transfer that violates the system
security policy

m Malicious programs can exploit covert
channels to pass sensitive information from
highly protected to less secure areas
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Covert Channels and Steganography

Covert Channels:

m Unintended and/or unauthorized
communication paths used to transfer
data

Steganography:
m Process of hiding secret information in
INNOCUOUS Mmessages
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Covert Channels and Steganography

OVERT | sTEGANOGRAPHY = COVERT
CHANNEL CHANNEL

-

== ==
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@%@Prisoner’s Problem (simmons, 1983)

Escape Plan ...
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Options for Private
Communications

Eh m Encryption:

m Warden will suspect something is wrong and
frustrate their plan by placing them in solitary
confinement

m Steganography:
m Warden cannot detect nor prove that there is
secure communications
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@%@Prisoner’s Problem (simmons, 1983)

Alice
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Steganography @j) %

Eh m Steganography:
“Stegos” (covered) + “graphy” (writing)
m The process of hiding a secret message

m inside another message that masks m's
presence

m Facilitates covert communications
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Steganalysis

Eh m The process of detecting the use of
steganography in a given message or
medium

m Characteristics of the hidden message, if
any, may be derived
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Applications

Eh m Steganography: m Steganalysis:
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m Covert m Cyberforensics
communications m Cybercrime

m Signal tagging
m Copy protection
m Fingerprinting
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Potential “Damage”

Eh Covert data flow possible in media and network

packets

Video/Images Networks

m 500 KB per 1 MBraw = 8 bytes per packet
Image m Large site, 500

m Substantial bit rate million packets/day
for video m Over 4 GB/day
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Implicit and Explicit Steganography
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Two strategies for stego:

m Implicit: the cover-object Is constructed
for the purpose of masking the message

m Explicit: a given object is modified In
some way to fundamentally tie the
message to the object
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Terminology
Implicit Steganography

% Characteristics

to mimic i secret
Stego-object message

E D

Stego-text
Stego-image
Stego-audio

Secret
message

Stego-key Stego-key
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Terminology
Explicit Steganography

Cover-text

Cover-image

Cover-audio
Cover-object

] Secret
Stego-object message
E Stego-text D
Secret Stego-image
message Stego-audio
Stego-key Stego-key
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Historical Example

m WWI Cablegram
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Pershing sails from N.Y. June 1
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m WW!I Cablegram
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History Lesson #1

Eh m |f effort to construct the stego-object is
high, It results in a weak construction
that makes steganalysis easier

m Explicit stego more convenient than
iImplicit stego
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Historical Example

m WW!I Cablegram

-

m Changed by censors to:

m Response to changed cablegram:
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History Lesson #2

Eh m Robustness of the hidden message is
Important
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Historical Example

Eh m In 1857, D. Brewster suggested hiding
messages In areas no larger than a dot of
INk
m Microscopic images of drawings and
photographs were also hidden in people’s

ears, nostrils and finger nails during the
Franco-Prussian war (1870-1871)
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History Lesson #3

Eh m Making the hidden message expensive to
look for can be beneficial

m A large amount of potential stego-traffic
makes steganalysis tedious
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Requirements for Successful
Stego

Eh m Element of uncertainty

m Possibility to adjust system elements
within limits and still maintain overall
flavor

m Volume of information readily available to
mask/hide covert data
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Digital Steganography
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Cover-
Image

Stego-Image

Modulated
Secret Message
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Perceptual Coding Paradigm
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Message
Eh 01101001..:

Key
1. SELECTION OF 2. MERGING STRATEGY
STEGO DOMAIN A. HVS MODELS
B. THEORY
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Stego Domain
m O’'Ruanaidh et al. (1996), Kundur and Hatzinakos (1997)

Eh Spatial Domain
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Merging Strategy

m Kundur and Hatzinakos (1997), Xie and Arce (1997), Yu

and Wu (1998) f (I)
L]
MIN D . | MAX
t() ()
Range of coefficient values TO EMBED “0”

TO EMBED “1”

p—
AH
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Communication Theory Paradigm

Watermark
Channel
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i Spread Spectrum Embedding

m U(1) = original media signal
W(i) = key sequence
Eh X(1) = composite media signal
m X(1) = U@) + kW), k=1,-1
m Can statistically detect W(i) from X(i)
m SIM,,[X(1)]= SIM,[U(i) + kK W(i)]

= SIMy, [U@)] + SIM,, [k W(i)]
@ 0 + Kk
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Cover-Image
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Cover-Image Stego-lmage
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Cover-lmage
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Steganography and Steganalysis

Eavesdropping Is Somithing
or monitoring STEGANALYSIS Hidden”
oint Y orN
Decoded
secret
message
Secret
Key K
___________________ 1
STEGANOGRAPHY RECEIVER
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Image Steganalysis: Previous
Work

Fridrich, Du and Meng (2000)
Fridrich, Goljan and Du (2001)
Avcibas, Sankur and Memon (2001)
Farid (2002)

Harmsen and Pearlman (2003)
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Problem: Video Steganalysis

Eh m Video provides high capacity cover-
message for covert communications

m Direct frame by frame application of
Image steganalysis is suboptimal

m Leverage concepts from the field of
digital video watermarking
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O bj eCtlveS : 1. Make more general assumptions

about the steganography
technique
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Proposed Framework

Kundur and Budhia (2004)

Estimate of
cover-video

Hidden Info?

Y or N

Video under
consideration

FIGURE OF MERIT:

+ /
Probabilities of false
positive and false negative.
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Steganographic Model

% constant Zero-mean, Gaussian

X (m,n) stego-video
U (m,n) cover-video
a(mn) W.(m,n) scaled secret message
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Linear Collusion Attack




Classifer

m Features:
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m Discriminator:

m Kurtosis m KNN classifer

m Entropy
m 25t percentile
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Scatter Plots
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“Backyard” video sequence

© Deepa Kundur, 2004

Electrical Engineering, Texas A& M University

No secret message
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“Hotel” video sequence




Internet Steganography

Eh m “Open” specifications of the Internet
m Communications
m Connectedness
m Collaboration

m Security in the Internet an afterthought
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Potential Advantage?

m Can we identify practical covert channels in TCP/IP?

Eh m How can these channels be used to enhance network
processing and security?

Stego

Network Network
Protocols <:!'> Security
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Internet Stego Framework

m Covert channel piggy-backed on
legitimate overt channel

m Stego does not affect overt channel
table by network filters

Decoded
secret
message

Secret
Key K

RECEIVER
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Previous Work

Covert
Channel{

Based
L Fowlar
Ackerrnarnr
Networks
Based
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Proposed Algorithms

Ahsan and Kundur (2002)

l:h m lllustrative Examples

m Packet header manipulation
m Packet “sorting”
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Packet Header Manipulation
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4bit Ver. | d-lat THL | &-lat TOS 16-bit Tot. Len.
(100 (101 NNXNXXUU L 8.0.0.0.0.0.9.0.5.0.0.0.0.40.4
16-bit Ident. 3-hat Hags 13-kt Frag. Off.
0000 0100 RERRRERR XXX A0S0 6.5.0.5.0.0.0.0.9.1
Sbat TTL 8-bit Protocol 16-bit Checksim
1.8 0.5.9.0.0.9.1 L 0.0.0.0.0.0.0.1 L. 0.0.0.0.0.0.5.9.0.0.0.0.0.0.1

32t Souree Address

L 0.0.0.0.00.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.9.9.0.1

32-bit Destination Address

OO OO XX
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Stego Scenario 1

m Multiple interpretation of fragmentation strategy
m Utilize flags field; DF (Do not Fragment) bit

16-bit Ident. 3-bit flag 13-bit frag. 16-bit total
field field offset length

Covertly Communicating * 1

Datagram

16-bit Ident. 3-bit flag 13-bit frag. 16-bit total
field field offset length

Datagram

Covertly Communicating 0}

© Deepa Kundur, 2004 Electrical Engineering, Texas A& M University —



Potential Applications

Eh m Enhanced filtering criteria in firewalls

m Security tied to the content — client-server
architecture

m Content delivery networks
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Steganography by Packet Sorting

m Sorting: ‘n’ objects can store log:(n!) bits

n=3 [1][2][3]"
1/13]12
21[1)[3] | 3'=6
513][1] ( Possibilities
311 = log(6) bits
3[2)[1]
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Stego Scenario 2

Eh m Packet “sorting” / “resorting” at network layer

m Reference = Sequence number field of
IPSec

m No major modification in header fields

m Sorting: chaotic mixing
m Resorting: best sequence estimation
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Final Remarks

1y -
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Health of covert channel often
oroportional to health of overt channel

Robustness and capacity trade-offs must
e carefully considered for each
application
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